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About This Manual

This manual provides information about configuring IBM FileNet Image Services
Resource Adapter (ISRA) version 3.4.0.x on Oracle 10g platform. Refer the
separate ISRA Installation Guide for Installing ISRA 3.4.0.x.

Conventions Used in the Document

The table lists the formatting conventions used in this document.

Conventions Description

Fi xed Size font Used for commands entered at the system command
prompt.

Arial font Used for important notes

Bold Occasionally used to refer to portions of user interface,

such as the Next button or the Install button

Related References

For all ImageViewer parameters please refer to the FNImageViewer
documentation provided with ISRA installation media.

<ISRA-home>\ISRA340\FNImageViewer\docs

For all P8 System Manager related information, please refer to P8 System
Manager documentation, provided with ISRA installation media.

<ISRA-home>\ISRA340\SystemManager\docs

Comments and Suggestions

IBM FileNet invites all customers to communicate with the Documentation group
on any question or comment related to IBM FileNet manuals and online help.
Send email to comments@us.ibm.com. We will make every effort to respond
within one week. Your suggestions help us improve the products we deliver.
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ISRA Deployment

This chapter describes the deployment of ISRA on the Oracle 10g Application
Server platform.

Note The installation procedure for Oracle 10g Application Server is outside
the scope of this document. This guide assumes that the required
settings and configurations have already been made.

The ISRA module is a set of Java interfaces/classes that implements J2EE
Connector Architecture specified contracts and the EIS specific functionality.
ISRA plugs into the Oracle 10g Application Server in a modular manner.

Deployment Requirements

This section lists the minimum software and hardware requirements for
successful deployment of ISRA on Oracle 10g Application Server.

Caution  All the xml related to the deployment of ISRA must be created
manually or use a pre-existing file that is valid. Do not copy xml
contents straight from the Deployment Guide

Hardware Requirements

e Please refer to the Oracle 10g Application Server system requirements
section at: http://otn.oracle.com

e |SRA installation will require approximately 120 MB free disk space.

Software Requirements

e Oracle 10g (9.0.4) and 10g Release 3 (10.1.3) Server on Microsoft Windows
2003 Server, Microsoft Windows 2003 R2, Sun Solaris 9/10, HPUX 11i
v2/v3, IBM AIX 5.3, IBM AIX 6.1, Novell SUSE Linux Enterprise Server 9/10
and RedHat Linux AS 4/5.

e |BM FileNet IS 3.6 SP2 and above

Mandatory Requirements for ISRA

The mandatory requirements for ISRA 3.4.0.x include:

1. Include the folder in which WinPerfMon.dll is present in the system path in
case of Windows operating system. In UNIX, this file is not required.
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2. The files listener.jar and log4j-1.2.8.jar are not present in ISRA.rar. For
Oracle 10g, the listener.jar and log4j-1.2.8.jar need to be bundled in the
ISRA . rar file before deploying ISRA.rar on the Application Server.

Note Include log4j-1.2.8.jar only when PCHLogging is required i.e., if
PCHLogging is to be enabled.

To bundle listener.jar and log4j-1.2.8.jar:
a. Run jar -xvf ISRA.rar command from temporary folder location.
b. Delete ISRA.rar file from temporary folder.

c. Add listener.jar and log4j-1.2.8.jar to the temporary folder. (The System
Manager folder contains the listener.jar and log4j-1.2.8.jar).

d. Inthe command prompt, navigate to temporary folder where ISRA.rar is
extracted. Create ISRA.rar using the JAVA command:
jar -cvf ISRA.rar *.*.

3. Enter the initial and maximum JVM heap size as 512.
Deploying ISRA

ISRA is deployed using the Oracle 10g Application Server console. The
Resource Adapter can be deployed on Oracle 10g Application Server by
deploying ISRA rar file.

Deploying ISRA.rar

After the installation is complete, the ISRA software and documentation installed
isin C:\ f nswA | SRA340, deploy the ISRA connector on OC4J.

Graphical Administration

To deploy the ISRA.rar file:
1. From the DOS prompt, navigate to the directory where OC4J is installed. For
example, <ORACLE_HOME>\ bin
2. Start OC4J server by executing the command on the DOS prompt,
oc4j -start

3. Launch a Web browser and open the Oracle Enterprise Manager console
using the URL as htt p://1 ocal host: <Port Nunber >/ emin the Address
bar. The following screen appears:
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4. Enter the User Name and Password. Click Login. The following screen
appears:
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5. Click the Applications tab.
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6. Select Standalone Resource Adapter in the View dropdown box. Click
Deploy. The following screen appears:

Oracle Enterprise Manager (oc4jadmin - Deploy: Select Archive - Netscape
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Select Archive  Application Aftributes  Deployment Settings
Deploy: Select Archive

(Cancel ) Step 1 of3 [Med
Archive

The following types of archives can be deployed: J2EE application (EAR files), Web Modules (WAR files), EJB Modules (EJB JAR files) and Resource Adapter
Modules (RAR files).

& Archive is present on local host. Upload archive to the server whers Application Server Control is running
Archive Location Browse.

€ Archive already present o

n server where Application Server Cantrol is running
Location on Sewver

The Incation on server must be the absolute path or the relstive path from j2eehome

Deployment Plan

The deployment plan is a file which allows you to customize deployment settings for an application. If you do not have a deployment plan, one will be automatically
created during this process. In the Deployment Settings step you can optionally edit the deployment plan, and you can optionally save it for reuse with a future
deployment of this application

® Automatically create a new deplayment plan
The deployment plan settings wil be based on OC4J defaults and infarmation contained in the archive

© Deployment plan is present on local host. Upload Deployment Plan to the serer where Application Serer Control is running
Plan Location Browse.
© Deployment plan already present on server whare Application Server Control is runnin

Location on Sewver

The Incation on server must be the absolute path or the relstive path from j2eehome

[ Cancel | tan 1 of MNeyt |
| @2a8w0l [ == e |

7. Click Browse button under Archive. Navigate to the directory where ISRA
3.4.0.x. is installed. Select the ISRA.rar file from the jar folder of ISRA
installation directory. Click Next. The following screen appears:
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Enter the Resource Adapter Name and click Next. The following screen
appears:
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Deployment Settings
Deploy: Deployment Settings
(Cancel ) ( Back| Step 3 of3 (Daplay )
Archive Type Resource Adapter Module (RAR file) Application Name  ISRA

Archive Location ISRA.rar
Deployment Plan  Creating a new plan

Deployment Tasks

The table below lists comman tasks that you might want to do before deploying your application

Task Name Go To Task Description

Map Envitanment References f’ Map any environment references in your application (e.g. data sources) to physical entities currently present on the
operational enviranment

Selsct Security Provider A security provider acts as the source for awailable users and groups when mapping security roles

Map Security Roles Map any security roles exposed by your application to existing users/groups. Users and groups will be obtained
frarn your choice of security provider.

Configure EJBs Configure the Enterprise JavaBeans in your application

Configure Clustering Configure clustering of your application

Configure Class Loading

D! the of your apr

NN WY

Advanced Deployment Plan Editing

You can optionally uge the Edit Deployrment Plan button to set more advanced T e o o e
deployment options which the deployment tasks above do not cover. EGiBEp o men il

(5]

A D] [ <=

Click Deploy. The Confirmation screen appears:
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11. Click ISRA from the Resource Adapter list. The following screen appears:

F==ea
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ORACLE Enterprise Manager 10g =
Application Server Control
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Resource Adapter: ISRA

Page Refreshed Aug 24, 2006 7:40:04 PMIST

J Home { Connection Factories Administered Objects Administration

Resource Adapters

General A
ey resource adapter is a driver that an
(Stop ) (Undeploy ) (_Redeploy application server uses to connect to a
Mame ISRA specific Enterprise Information System =
Status  Up (EIS). A resource adapter implerments
Resource Adapter Module  ISRA system level contracts (such as connection
Path CAOC4J\j2eethome’connectorsiISRANSRA management, transaction maragement and
Description  Unavailable security) to integrate the application server
and the EIS
Wendor Name  FileNet

EIS Type FileNet Image Services
Adapter Version 3.3.0
JCA Specification Version 1.0
License Required  False

A resource adapter can be used by the
application server for both outbound and
inbound communication with the EIS.

Click the following links for information on

Service Contracts completing common resource adapter
Communication with EIS  bidirectional management tagks
Connection Definitions 1
: " Create a connection factory
Transaction Support  NoTransaction o

Authentication Mechanisms 1

Lreate an administered object

Reauthentication Supporl  False [DCreate an administered abject

ER= =] [ EEE=E

12. Click Connection Factories tab to configure the connection factory for the
deployed resource adapter. The following screen appears:

Oracle Enterprise Manager {ocdjadmin) - Resource Adapter: ISRA - Netscape -0 x|
. Ele Edt Wew Go Bookmarks Tools Window Help

e Q @ @ [ hetpriflocaiast anagjem

o/ B\ Home [ netscape Q search

/D Netscape - [Enter Search Terms |
5] New Tab | % racle Enterprise Manager {océjacmin) - ... |

ORACLE Enterprise Manager 10g
Application Server Control

Q) Search  5# Highlight . FormFil = - Clear Browser History

QC4J) home > Application: default >
Resource Adapter: ISRA

Page Refreshed Aug 24, 2006 7:41:19 PM IST

Connection Factories { Administered Objects  Administration

Connection factories exposed by the resource adapter are used by application components to obtain connections to the EIS. This table lists the connection factories
currently corfigured for this resource adapter.

|_Create
JHDI Location Connection Factory Interface Connection Pool Used Maonitor Connection Factory Delete
Mo connection factories found
Shared Ceonnection Peols

Shared connection pools are connection pools configured for this resource adapter, that can be shared amongst connection factories that use the same connection
factory interface. A shared connection pool that's currently being used by a connection factory cannot be deleted

(_Create
Hame In Use Monitor Connection Pool Cleanup Connections Delete
Mo shared connection pools found
Connection Factories [ Administered Objects  Administration
Setup | Logs | Help | Logout
Copyright 1996, 2005, Oracle. & rights reserved.
o=2aaE D] I EEEEEW

13. Click Create button of INDI Location. The following screen appears:
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ORACLE Enterprise Manager 10g
Application Server Control
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|_Cancel ) |_Continue
To configure an instance of a connection factory, you must select the connection factory interface to be used. The connection factory interfaces supported by this resource
adapter are shown below. Select the inteface you wish to have this connection factory instance use, and then click on Continue.

Connection Factory Inteface | javai resource. coi. ConnectionFactory j

(_Cancel ) [ Continug
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Copyright ©1336, 2005, Oracle. Al rights reserved.

E=EREEE ]

ESk=CT

4

14. Select the Connection Factory Interface and click Continue. The following

screen appears:

racle Enterprise Manager (oc4jadmin) - Create Connection Factory - Netscape =[]
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ORACLE Enterprise Manager 10g |

Application Server Control
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Create Connection Factory

|_Back | (_Cancel ) | Finish
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Connection Factory Interface  javax.resource.cci.ConnectionFactory F
* JNDI Location |

Cennection Pooling

Connection pooling allows a set of connections to the EIS to be reused within an application. An application can choose to either create its own exclusive connection
pool or uge one of the shared connection pools available for this resource adapter.

@ No Cannection Pool

" Use Private Connection Poal

& Use Shared Connection Poal hcd

Configuration Properties

Configurable properies for this connection factory are listed below. You can specify or override the values for these properies.
Name / |Type |Va|ue

AllowAnonymousUser java.lang.Boolean |lrue
CacheRefrashinterval Javalang Integer ISEI
ClientCodepage java.lang. String I
Deploymentinstance Javalang.Integer |1
DomainMame java.lang String I]p\sSEnra
IgnoreObjectBusyMsglnDochMigration java.lang. Boolean Ifa\se
Lol sl L L In
IE=rEzE=] et St 2 I

EEE=EV

15. Specify the JNDI Location and configurable properties and then click

Finish. The following screen appears with the list of configured connection
factories:
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Connection factories exposed by the resource adapter are used by application corponents to abtain connections to the EIS. This table lists the connection factories
currently configured for this resource adapter.

(_Create
|JNDI Location Ic ion Factory Interface |c ion Pool Used | Monitor Connection Factory Delete
ISCF Javax.resource.cci.ConnectionFactory Mone i

Shared Connection Pools

Shared connection pools are connection pools configured for this resource adapter, that can be shared amongst connection factories that use the same connection
factory interface. A shared connection pool that's currently being used by a connection factory cannot he delsted

Create
Hame

In Use Monitor Connection Pool Cleanup Connections Delete
Mo shared connection pools found

Home Connection Factories Administered Objects  Administration

Setup | Logs | Help | Logout
Capyright @199, 2005, Oracle. &Ml rights reserved.
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16. This completes the ISRA deployment through graphical administrative
interface.

17. Deploying ISRA is completed.

18. Next step is to complete the Mandatory steps necessary for ISRA. Refer to

Mandatory Requirements for ISRA section before restarting the Application
Server.

Command Line Administration

To deploy the ISRA.rar file:

1. From the DOS prompt, navigate to the directory where OCA4J is installed. For
example, <ORACLE_HOVE>\ bi n for OC4J 10g (Version 10.1.3.0.0) and
<ORACLE_HOVE>\ j 2ee\ hone for OC4J 10g (Version 9.0.4.0.0)

2. Start OC4J server by executing the following command on the DOS prompt,

oc4j -start (For OC4J 10g Version 10.1.3.0.0)
java -jar oc4j.jar (For OC4J 10g Version 9.0.4.0.0)

3. From the DOS prompt, navigate to the directory where OC4J is installed. For
example,

<ORACLE_HOVE>\ | 2ee\ hone
4. Then enter the following command:
java —jar admn.jar
orm ://<oc4dj _host>:<oc4j_orm _port>

adm n <passwor d> -depl oyConnector —nane | SRA —
file <drive>:\fnsw | SRA340\jar\I| SRA. rar

5. This will deploy the ISRA connector in the OC4J server.

6. The JNDI name and configurable properties can be specified using the oc4j-
ra.xml file located at:

June 2010 Image Services Resource Adapter 16




10.

11.

12.

13.
14.

15.

16.

17.

<CRACLE_HQOVE>\ j 2ee\ hone\ appl i cati on-
depl oynent s\ def aul t\ 1 SRA\ oc4j - ra. xm

Open the oc4j-ra.xml file and edit the connection factory tag to include the
location value. This is the JNDI name that the Sample Application will use to
find the connector. The Sample Application, by default, uses ISCF. For

example, <connect or - f act oryl ocati on="1SCF” connect or -
nanme="| SRA” >

Before stopping and restarting the OC4J server, modify the descriptor xml
files by changing the property names to begin with lower case ( For 0OC4J
10g Version 9.0.4.0.0).

Using Windows Explorer, navigate to the following directory:
<CRACLE_HQOVE>\ j 2ee\ hone\ connect or s\ | SRA\ | SRA\ META- | NF

User is required to have a backup of these XML files, in case, an error
occurs.

Edit all the property names (except "RPCLogging", "ISLocale" and
"PCHLogging") in ra.xml file to start with a lower case, for example,

<confi g- property- name>Donai nNanme</ confi g- property-nane>
is changed to

<confi g- property- nane>donai nName</ confi g- pr operty- name>

Modify the property value of both the Domain Name and Organization Name
to match the domain and Organization name of the IS Server, which is being
connected. For example,

<confi g- property-val ue>YOUR_DOVAI N</ confi g- property-

val ue>

<confi g- property-val ue>YOUR_ORG</ confi g- property-val ue>
Change the server setting in the oc4j-ra.xml file at the following location:
<ORACLE_HOVE>\ j 2ee\ home\ appl i cat i on- depl oynent s\ def aul t\ | SRA\
Open the file oc4j-ra.xml in a text editor.
Edit all the property names (except "RPCLogging", "ISLocale" and
"PCHLogging") to start with a lower case. For example:

<confi g- property name="Domai nNane” val ue="Denol S" />

is changed to

<confi g-property nanme="domai nNane” val ue="Denol S" />

Edit the value of the DomainName and OrganizationName to match the IS
environment.
Stop the OC4J server by executing the following command at the DOS
prompt:

<CRACLE_HOVE>\ bi n\ oc4j -shutdown -port

<oc4j _orm _port> —password <pwd> (For OC4J 10g Version
10.1.3.0.0)

<CRACLE_HOVE>\ j 2ee\ hone\java —j ar admin.jar
orm ://<oc4j _host>:<oc4j _orm _port> adm n <password> -
shutdown (For OC4J 10g Version 9.0.4.0.0)

After the shutdown is complete, restart the OC4J server.

The server should start without errors. If there are case sensitive errors in
any of the configuration files edited above, correct them, stop the server and
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again restart the server. If the server initializes without errors then the
connector is deployed.

This completes the ISRA deployment through command line administrative
interface.

Explanation for Terminal name and ISRALock folder

The first instance of ISRA deployed on an Application Server creates a folder
named "ISRALock" and a file named* "ISRALock.0" inside that folder. The
counter "0" in the file name "ISRALock.0" increments subsequently with each
new deployment of ISRA and the same is appended to the terminal name
generated for an ISRA instance. This folder is created in the path resolved by the
system property "user.dir", which is the same path where the ISRA logs are
generated. This functionality has been introduced in ISRA 3.2.1 to support
vertical cluster environment.

Terminal name identifies ISRA instance with a unique id so that IS can
distinguish each ISRA client uniquely for communication. Earlier, the terminal
name used to be of the form "SV<instance number>.<Counterl>@IPAddress". In
case of a vertical cluster, ISRA can be deployed across the cluster on a single
machine. But in such a scenario, all the managed server instances in a cluster
will have the same ISRA instance deployed and will generate the same terminal
name, as the "IPAddress" and "instance number"” will be same for all the ISRA
instances. The current format of a terminal name generated by ISRA is
"R<instance number><Counterl><Counter2>@IPAddress", where Counter2 is
the counter appended to the files created in the ISRALock folder as mentioned
above. The files created in the ISRALock folder will be automatically removed if
the managed servers are gracefully shut down (in case of proper JVM
shutdown).

See Configurable ra.xml Properties section below for “Deploymentinstance”
property setting.

ISRA Configuration

This chapter describes the configuration of ISRA deployed on oracle 10g
Application Server.

Configuring Deployed ISRA

This section describes how to edit the ISRA deployment descriptor after
deployment.

ISRA uses the J2EE Connector Architecture deployment descriptor, called
ra.xml, to define its operational parameters. The deployment descriptor is
defined by Sun Microsystems in the J2EE Connector Architecture 1.0
specification. It describes the Resource Adapter related attributes, types, and
deployment properties, using a standard Document Type Definition (DTD).

1 ISRALock.0 (0-9 and a-z) would be created in ISRA 3.4 FP3 and above. Prior versions of ISRA would
have files created as | SRAL ock.0000 (0000-9999).
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To edit the ISRA deployment descriptor:

1. Click the Connection Factory created (Refer to Deploying ISRA.rar section
for details). The following screen appears:

@) Oracle Enterprise Manager {oc4jadmin} - Edit Connection Factory: ISCF - Netscape

. FEile Edit View Go Bookmarks Iools Window Help

al @ Q @ Q ‘ hitkp: jflocalhost: 5585 em |

. HE, 4 Home [W]Metscape Gl Search

\
<@

A|@Netscape' |Enter Saarch Terms =« Y S P FomFil = 7 Clear Browser History  =|News CAEmal { tWeather »

=1olx

&) New Tab | % Oradle Enterprise Manager (ocjadmin) - E... ]

]

ORACLE Enterprise Manager 10g
Application Server Control

Setup Logs Help Logout

=]

QC4J home > Application: default » Resource Adapter ISRA >
Edit Connection Factory: ISCF

General Security  Options

JNDI Location  ISCF
Connection Factory Interface  javax.resource.cci.ConnectionFactory
Connection Interface  javax.resource.cci.Connection
Connection Pool  Nene
Configuration Properties

Configurable properties for this connection factory are listed below. You can specify or override the values for these properties

Revert | | Apply
Page Refreshed Aug 24, 2006 7:46:47 PM IST

|Name ‘Type |Assemh|ed Value ‘Depluyed Value

AllowAnonymousUser Jjava.lang.Boolean true |true

CacheRefreshinterval Jjava.lang. Integer 30 IED B

ClientCodepage Jjava.lang. String |

Deploymentinstance Jjava.lang. Integer 1 |1

DomainMNarme Jjava.lang. String Jpis3Gara |Jp|535ma

lgnoreObjectBusyMsginDocMigration java. lang. Boolean false Ifalae

InherentLogin Jjava.lang. Integer o |EI

|SLocale Jjava.lang. String en Ien

LdaplmplClassName Jjava.lang. String corm.filenet.is.ra.fnis. FN_IS_IPlanetimpl |:nm filenet.is.ra.fnis. FN_IS_IPlanetlr

LdaplmplClassString Jjawa.lang. String filenetserver,389; ou=filenet ou=people de=filenetroot Iﬁ\enetser\rer,EBS‘Uu=ﬁ\enet‘uu=peupl _|
IEEFEEEEL | EELEEP

2. Modify the required property and click Apply. Restart the server for settings
to take place.

Alternatively,

1. Remove all files from ISRATemp directory and copy ISRA. rar in it. Change
directory to ISRATemp.

In the ISRATemp directory, run the command j ar —xvf | SRA. rar
This command will cause the ISRA.rar file to extract in the current directory.

e Select the ra.xml file in the META-INF folder and edit the ra.xml file in a
preferred text editor

For more details, refer Configurable ra.xml Properties and Changing ISRA
Specific Parameters for LDAP.

2. After making the modifications, save the ra.xml file in the same folder.

3. To reconstruct the ISRA.rar file, enter the command from ISRATemp

directory:
jar —cvf ISRA. rar *

This command will create ISRA.rar file with modified ra.xml bundled into it.
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Changing ISRA Specific Parameters

Configurable ra.xml Properties

Note Please note that all properties described in the deployment descriptor
are mandatory and no property should be removed. Default values
should be specified for properties that users do not want to use.

The configurable properties to be set (modified) in ra.xml are:

e DomainName
e OrganizationName
e LogginglLevel
e LoggingMode

e PageBufferSize
e CacheRefreshinterval

e SecurityCacheMode
e MetaDataCacheRefreshMode

e LogFileName

e LogFileSize
e LdaplmplClassName

e LdaplmplClassString

e InherentLogin
e Deploymentlnstance

e PCHLogqging
e AllowAnonymousUser
e RPCLogging

e ClientCodepage
¢ GMTEnabled flag

e |ISLocale
e |gnoreObjectBusyMsglnDocMigration

DomainName
This is the domain name of the IS server. The default value of DomainName is

FileNetlS. It should be set according to the operational environment. Change this
property to the domain name of the IS.

OrganizationName

This is the FileNet IS organization name. The default value of OrganizationName
is IBM. It should be changed according to the operational environment.
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LoggingLevel

This is an integer representing the amount of log information to be generated.
The values are dynamically updatable by using the ISRA Console. The valid

values are:
Logging Level Description
-1 Disables ISRA Logging
0 Only Error and Warning messages will be logged by ISRA
1 Informative messages will also be logged by ISRA
2 Prints debug message in the log

The default value of LoggingLevel is 0. It can be modified to other valid Logging
Levels. It is recommended to keep the logging level at 0. LoggingLevel can be
increased if user encounters a problem while accessing ISRA through the
application.

LoggingMode

This is an integer representing the logging mode. The valid values are:

Logging Mode Description

0 No Logging

1 Only console logging

2 Only file logging

3 Both console logging and file logging

The default Value of LoggingMode is 3. It can be changed to other valid values
according to the operational environment.

PageBufferSize

This is an integer value specified in kilobytes (KB). It specifies the chunk size
used by ISRA to transfer page data to and from IS. The default value is 64 KB.
Specifying a higher value will require more memory for the Application Server
process, and a low PageBufferSize will mean more trips to IS. The value should
be set to an average page size on the target IS. The document buffer size on IS
and ISRA should match to optimize image transfer performance.

CacheRefreshinterval

This is an integer value specified in minutes. ISRA stores meta-data information
like Document class, Indices, menu details etc. in a local cache for faster
retrieval. ISRA refreshes the cache information based on the
CacheRefreshinterval value. The default value is 30 minutes.

SecurityCacheMode

This parameter can take two values:
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Value Setting

1 Caches both users and Groups
2 Caches only groups

MetaDataCacheRefreshMode

This parameter can have a value in the range of (0-15).

Value Setting

0 No Metadata cache refresh

1 Printer cache refresh only

2 Document class cache refresh only
4 Key Fields cache refresh only

8 Menu Value cache refresh only

15 is the default value for this parameter, which will refresh all
metadata.

Add corresponding values to get a combination of data.

For example, 1+2 = 3 Printer and Document class data
1+2+4 = 7 Printer, Document class, Key Fields data
0+1+2+4+8 = 15 all data

LogFileName

The LogFileName is a string containing the name and path of the log file. The
default value of LogFileName is ISRA.log. A complete or relative path can be
provided to create the log file at a specific location on the disk.

To ensure that each ISRA instance has a unique log file, the following steps will
be followed:

e Configurable property “Deploymentinstance” will be read from ra.xml and
appended to the log file name. If not specified, the default value “1” will be
used as the deployment instance of ISRA.

e The unique ID used for terminal ID generation in ISRA will be appended to
the log file name.

For instance, if the log file name configured in ra.xml is ISRA.log and the
deployment instance is 1, the modified log file name would be ISRA_1_0.log.
Here, “0-9 and a-z” is the unique ID* generated at run time. This ensures a
unigue name of the log file for each instance of ISRA.

LogFileSize

This is an integer representing the maximum size of the log file in Megabytes
(MB). When the size of the file reaches this maximum limit, the log file is
renamed and a new file is created with the same name. For example,
ISRA_1_0.log isrenamed to ISRA_1_0_1.log, and a new file ISRA_1_0.log is

2 The modified log file name would be ISRA_1_<unique-1D>.log. The value for unique ID is0-9, azin
ISRA 3.4 FP3 and above. Older versions of ISRA use the unique ID value between 0000-9999.
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created. The default value of LogFileSize is 5MB. Automatic purging of old ISRA
log files has been implemented leaving behind only 5 latest versions.

LdaplmplClassName

It is the name of the Implementation class for LDAP Authentication. This
parameter contains the complete path of the LDAP Implementation class to be
entered along with the LDAP Implementation Class Name.

The default value is ‘com.filenet.is.ra.fnis.FN_IS_IPlanetimpl’

The value of the property for LDAP implementation for Active directory is
com.filenet.is.ra.fnis.FN_IS_ActiveDirimpl and for Novell NDS is
com.filenet.is.ra.fnis.FN_IS_NovelINDSImpl.

LdapIimplClassString

This parameter is a general string that takes in all the LDAP Server specific
parameters required for authentication. It takes the following inputs:

e Server Name — Name of the Server/ Machine on which LDAP Server exists.

Note In case that the LDAP server is located on a different subnet, it may be
necessary to enter IP address or a full domain name.

e Port Number — LDAP Server’s port number used for transactions.

e User Path — Organization unit under which the users are filed in the LDAP
Directory Server.

The three parameters must be separated by semicolon and must appear in the
order - server name, port number and user path. An example of
LDAPImplClassString is:

e For Active Directory

filenetserver;389;ADS.com
e For IPlanet

filenetserver;389;0u=ISRA, dc=odc, dc=filenet, dc=com
e For Novell NDS

filenetserver;389;ou= ISRA, ou=odc,ou=filenet,o=com

InherentLogin

To use LDAP security, the value will be set to 1 from the default value 0.

Deploymentinstance

This is the instance number of ISRA that is being deployed. It is a user defined
number between 1 and 100. The default value for this parameter is 1 when none
is specified. The maximum is 100, which means that 100 different instances of
ISRA can be deployed on a single machine.

Each deployment/JNDI of ISRA on the same Web/Application server requires its
own instance number. For example, there can be 2 ISRA applications deployed
on the same Web/Application server. Each deployment would require its own
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instance number and JNDI name. This number is used on the IS server to
differentiate between multiple connections from the same IP address of the
Web/Application server.

IS always expects unique IDs from ISRA clients, and when it receives duplicate
IDs from ISRA, it will reject communication.

So it is always advised to increment the deployment instance number when
another instance of ISRA is deployed to achieve its unique id.

Format of the terminal ID is used by ISRA and IS in distinguishing a Unique ISRA
instance.

RXXYYYZ@<ip-address>
Where,

XX = takes values from 1 to 100. If there is only one instance then it
defaults to 1. Else the value has to be set to the Number of Deployment
instances.

YYY = Counter that increments with the creation of a new LogonSession
object (Values in base 36)

Z = Unique ID generated per ISRA instance. Introduced to support ISRA
in clustered environment (Unique ID is a number in Base 36)

<ip-address> = |IP Address of the machine where ISRA is deployed

The Unique ID is obtained from the place holder file ISRALock.z (where
Z=Unique ID) that is created in the ISRALock folder. Each cluster
member creates its own place holder file (like ISRALock.0, ISRALock.1
and so on) within the common ISRALock folder.

PCHLogging

This is a String parameter to enable/disable PCH logging in ISRA. The default
value for this is “Disabled”. PCHLogging enables user to log performance
monitoring data of IS.

AllowAnonymousUser

It's a Boolean value to allow Anonymous user logon through LDAP, when blank
password is passed from user/client. The default value of this parameter is “false”.

RPCLogging

This is an integer representing the RPC logging level. The valid values are:
RPCLogging Description
0 No Logging
1 File Logging

The default Value of RPCLogging parameter is 0. It can be changed to 1 if RPC
Logging is required.

The RPC LogFileSize is taken as double the size of that of ISRA LogFileSize.
So, when the size of the RPC log file reaches its maximum limit (10mb), the log
file is renamed, and a new file is created with the same name. For example,
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ISRA 1 0 RPC.logis renamedto ISRA 1 0 RPC_1.log, and a new file
ISRA_1 0 RPC.log is created. Automatic purging of old ISRA RPC log files has
been implemented leaving behind only 5 latest versions.

ClientCodepage

This is the code page for encoding Text and Sticky Note annotations. The default
value for this property is Cp1252.

On Microsoft Windows platform, the Locale character set is the Windows Code
Page (1252 for US English and Western Europe) whereas on a UNIX platform, it
is an ISO 8859-X character set (ISO 8859-1 for US English and Western
Europe).

Thus, if the client locale character set, is Windows Code Page based (for
example: Cp1252 for US English and Western Europe), and the server is UNIX
based, then Windows Code Page should be used for encoding the annotations
data before committing to the server. This is because; there is an inconsistency
in characters mapping between Microsoft Windows Code Pages and the
equivalent ISO 8859-X series. For instance, Code page 1252 is built on ISO
8859-1 but uses the range 0x80-0x9F for extra printable characters rather than
the C1 control codes used in ISO8859-1.

For Annotations data, ISRA internally retrieves the IS character set and uses the
equivalent Windows Code Pages for the following ISO encodings.

ISO Encoding MS Windows counterpart
1ISO8859 1 Cpl252
ISO8859_2 Cp1250
1ISO8859 5 Cpl251
1SO8859_6 Cp1256
1SO8859 7 Cp1253
1SO8859_8 Cp1255
ISO8859_9 Cpl254
1ISO8859_ 13 Cpl257

Note Specifying an incorrect code page may lead to inconsistency and/or
corruption of Annotations data.

GMTEnabled flag®

This parameter takes two values:
1. true
2. false

The default value of this parameter is false.

¥ GMTEnable flag is available from ISRA 3.4 FP3 and above.
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Setting “GMTEnabled” to false: When the flag is set to false, it is assumed that
the ISRA client application is not “GMT Enabled” i.e. client applications will not do
any timezone conversion. ISRA returns the date committed on the IS to client
applications after adjusting the difference between the Application Server
timezone and the GMT Timezone. As a result, the dates displayed in applications
will be in accordance with the dates committed on the IS.

Setting “GMTEnabled” to true: When the flag is set to true, it is assumed that
the client application is “GMT Enabled” i.e. client applications will display the
dates in GMT. In this case, ISRA returns the date committed on the IS in the
GMT timezone, without any adjustment. Set this value to true only if you have
made changes to your application after of an upgrade to ISRA 3.3 FP6 or ISRA
3.4 FP2.

ISLocale

This is a String parameter which represents the ISRA Locale. The administrator
can set the value of this configurable property as that of the IS locale. Itis a
lower-case two-letter code as defined by 1ISO-639. The default value of this
parameter is “en” (English locale). The ResourceBundle used in ISRA will
depend on the value set by the user for this property.

IgnoreObjectBusyMsglinDocMigration

This is a Boolean parameter which can be set to true to ignore the [77,0,11 The
object is busy] error, incase of DocMigration. The default value for this parameter
is false.

Configuring 10g-Specific Parameters

Once the configurable properties are set for ISRA, the Application Server-specific
parameters can be configured. In case of Oracle 10g server, the properties that
can be specified are:

e maxConnections

e minConnections

e scheme

e waitTimeout

To configure the above properties modify the oc4j-ra.xml file present in the
location <ORACLE_HOME>\ j 2ee\ home\ appl i cati on-

depl oynent s\ def aul t\ | SRA\ . Set the maxConnections, minConnections,
scheme, and waitTimeout

maxConnections

This property represents the maximum number of managed connections that can
be created by the ManagedConnectionFactory. After this number is reached, no
new connections are created. If no value is specified then the number of
connections can grow indefinitely.

minConnections

This parameter represents minimum number of managed connections
maintained by the Application Server. If minConnections is greater than 0, the
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specified number of connections are opened on initialization of OC4J. OC4J may
not be able to open the connections, if necessary information is unavailable at
initialization time. For instance, if the connection requires a JNDI lookup, it
cannot be created because JNDI information is not available until initialization is
complete. The default value is 0.

scheme

This property specifies how OC4J handles connection requests after the
maximum permitted number of connections is reached. The user must specify
one of the following values:

e dynamic: OC4J always creates a new connection and returns it to the
application, even if this violates the maximum limit. When these limit-violating
connections are closed, they are destroyed instead of being returned to the
connection pool.

Note OCA4J does not destroy pooled connections upon close of connection
unless the pool size is above the maximum limit specified in the
maxConnections property.

o fixed: OC4J raises an exception when the application requests a connection
and the maximum limit has been reached.

o fixed wait: OC4J blocks the application's connection request until an in-use
connection is returned to the pool. If wai t Ti neout is specified, OC4J
throws an exception in case no connection becomes available within the
specified time limit.

waitTimeout

This property represents the maximum number of seconds that OC4J waits for
an available connection if maxConnect i ons has been exceeded and the
fixed_wai t scheme is in effect. In all other cases, this property is ignored.

Note If the user makes no waitTimeout specification, the default behavior is
not to time out.

Configuring Multiple IS Servers with ISRA

To configure ISRA to access multiple IS servers:

1. Deploy a new ISRA instance for each IS that you want to connect. Before
deploying the second (and subsequent) ISRA, rename the ISRA.rar file.
Observe that the new ISRA will overwrite the previously deployed ISRA
configuration settings if the.rar file is not renamed.

2. Ensure that the renamed ISRA.rar has the rar file extension.

3. Configure the new ISRA and enter a DomainName and OrganizationName in
ra.xml before deployment for connecting to the target IS.
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Configuring and Deploying ISRA Console
and Sample Application

ISRA Console

The LoadISRA utility from ISRA 3.4.0 has now been replaced with the ISRA
Console (in ISRA3.4 fixpack 1 and above). This ISRA console has been
developed to show the ra.xml properties in a well formatted table and also
features buttons to enable/disable/edit logging levels dynamically.

The dynamic update of logging allows the user to enable and change logging
levels while the ISRA is running and without needing to restart the appserver.
The console also features links to launch Sample Application and to view JVM
statistics.

This console is available as a Web Module (ISRAConsole.war) within
ISRAConsole.ear and gets deployed automatically during the deployment of
ISRAConsole.ear

Configuring Sample Application

The ISRA console and Sample Application are packaged within a single
Enterprise Application Archive File (ISRAConsole.ear).

ISRAConsole.ear consists of:
e Two Web modules:
0 ISRASampleWEB.war (ISRA Sample Application)
0 ISRAConsole.war (ISRA Console)
e Deployment Descriptor (application.xml)

This chapter illustrates the deployment and configuration of the ISRA Console
and Sample Application on Oracle 10g Application Server platform.

Note ISRA product media comes with an IBM FileNet Image Viewer, which
can be used to display the TIFF, JPEG, BMP, and other supported file
formats on a Java-enabled browser.

This Sample Application is intended solely for illustrative purposes and
it should not be expected to perform useful work, or be used for
production deployment. This Sample Application is to be used strictly
as reference material.

It is assumed that ISRA is deployed and configured for the target IS.
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In ISRA3.4 fixpack 1, a new properties file "jndilISRA.properties” has been
introduced and it gets created in Application Server home directory. The JNDI
names of connection factories mentioned in this properties file, which will be
used by Sample application to display on the login page. Two JNDI hames
"ISCF" and "ISCF1" are mentioned in the file by default. Additional library names
can be included by providing comma separated entries. The property file is
mandatory and it should contain the same names as the JNDI Binding Paths
specified for the configured ISRA ConnectionFactories.

For configuring Sample application, certain properties need to be updated in the
web.xml of the ISRASampleWEB.war.

Follow the below steps for extracting web.xml from ISRASampleWEB.war.

1.
2.
4,

Extract ISRASampleWEB.war from ISRAConsole.ear.
Extract web.xml from ISRASampleWEB.war.

To enable extended annotation functionality modify the following parameters
in web.xml:

a. Change env-entry-value for "'DOCCLASSNAME" to the document class
configured in the IS for digital signatures.

<env-entry-val ue>di gDocd ass</ env-entry-val ue>
b. Change env-entry-value for "MAXROWS" to the number of records to be
fetched from the given document class.
<env-entry-val ue>200</ env-entry-val ue>
To enable Remote Printing functionality modify the following parameters in
web.xml:
a. Change env-entry-value for "USEPRINTVIEWOPTION" to either Yes or
No. This value will determine whether to honor the print/view preference

set in the web.xml or to take the value returned by ViewOne. Default
value is No.

<env-entry-val ue>No</ env-entry-val ue>
b. Change env-entry-value for "PRINTVIEWOPTION" to either View Only

=1, Print Only =2, Print/View =3. This value indicates the value of
Print/View. The default value is 3.

<env-entry-val ue>3</env-entry-val ue>

Note If the PRINTVIEWOPTION is set to 3 (default) then the sticky
note would be saved as a hormal sticky note. If
PRINTVIEWOPTION value is specified as 1 or 2 then the
annotations will be saved as an extended annotation (Extended
annotations are non-standard annotations which are saved with
a class name parameter (F_CLASSNAME) of "Proprietary"”, a
class id property (CLASS_ID) of {A91E5DF2-6B7B-11D1-B6D7-
00609705F027} and a subclass name property (F_SUBCLASS)
that describes the annotation).

The value of PRINTVIEWOPTION would be honored for each
sticky note individually, and not for all the sticky notes on a
document as a whole.

Thus, the setting for PRINTVIEWOPTION would be processed
for either a new annotation being added or an existing annotation
being modified.
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6. Update web.xml in ISRASampleWEB.war.
7. Update ISRASampleWEB.war in ISRAConsole.ear.

Deploying ISRA Console and Sample Application

Deployment of the ISRA Console and Sample Application allows testing the
connectivity and functionality of the ISRA connector. This step is optional.

To deploy the ISRA Console and Sample Application, perform the following
steps:

Graphical Administration

1. Launch a Web browser and open the Oracle Enterprise Manager console
using the URL as http://1 ocal host: <Port Nunmber >/ emin the Address
bar.

2. Login to the Oracle 10g Application Server console.
3. Click Applications tab. The following screen appears:

@) oracle Enterprise Manager (oc4jadmin) - 0C43: home - Netscape A ol x|

. Ele Edt Yew Go Bookmarks Tools Window Help

\
B @O Q @ O [ httpifioralhostiaann emjconsolsfissior s spplcstions | égo @

./ B, 4 Home [W] netscape ©l Search % Customize...

‘! £ Netscape - [Enter Search Terms [ Cusearch S#Highlioht | - | PFomFill~ o # Clear Browser History  5=|News >
‘£ New Tab | %% Oracle Enterprise Manager focjadmin) - O. ] (5]
=
ORACLE Enterprise Manager 10g =

Application Server Control
Setup Logs Help Logout

0C4J: home

. Pags Refiashed Feb 18, 2006 12:32:39 PM GMT+05:30
Home Applications Weh Services Performance Administration

This page shows the J2EE applications and application components (EJB Modules, WAR Modules, Resource Adapter Modules) deployed to this OC4J

instance
Wiew IAppIn:atmﬂa ﬂ
Deploy |
Start ) (_Step ) (_Undeploy ) (_Redeploy )
Expand All | Collapse Al =
Reguest
P ing  Active Applicati
Active Time EJB Defined
SelectName Status Start Time Requests (seconds) Methods MBeans
¥ default {r Feb 18, 2006 a 0.00 o 2
11:59:50 Ahd
GMT+5:30
o ascontral i+ Feb 18, 2005 il 0.00 a 2
11:59:50 Al
GMT+05:30
Home | Applicati Web Serices Performance Adrninistration
Setup | Logs | Help | Logout
Copyright @ 1996, 2005, Oracle. &I rights reserved =
SRAHEBD] I F

4. Click Deploy. The following screen appears:
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He B8t gew Faontes [ook teb
Qe - © - 6] (@] | Prewsr Joranes @ (3-05 B - [J

= @) hto: ap El Go ks *
ORACLE Enterprise Manager 10g |
Application Server Control ii i iii Hﬂ iﬂii |

¥

S
Select Archive Agphcation Attributes CFDID:!I\(‘rll Si-ﬂl.‘l-J:.
Deploy: Select Archive
| Cancel ] Step 10f3 [Negt )

Archive
The follawing types of archives can be deployed: J2EE application (EAR files), Web Modules (WAR files), EJB Modules (EJB JAR fles) and Resource Adapter
Modules (RAR files)
@ Archave is present on local host Upload the archive ta the server where Application Server Control is running

Archeve Location  C:\34FP1USRAConsole.ear
© Archave is already present on the server where Application Server Control is running

Location on Sesver
The location on server must be the abaskse pash o the relative path from @eemome

Deployment Plan
The deployment plan is an XML fle that contains the sattings for an If you do not have a deployment plan, one will be created automatically |
during the deployment process. Later in the deployment process, you can optionally edit the deployment plan and save it for a future deployment of this application

@ Auto iy create a new depl plan
The ceployment plan setings wil e based on OCAJ defaults and information comamed e AfChive
O Deployment plan is present on local host. Upload the deployment plan to the sener where Application Server Control is running.
Plan Location

ODrpdwmeN plan is already present on senver where Application Server Control is running.
Location on Sanver

The locaton on server most be he absolute path or the relstive path from ZesMome
Cancel) Step 1of3 Next)
_ v

L] %J Local ntranet.

5. Click Browse. Navigate to the ISRAConsole.ear file under the ISRA
installed directory.

6. Click Next. The following screen appears:

FE Oracle Enterprise Manager (oc4jadmin) - Deploy: Application Attributes - Microsoft Internet Explorer @
Fle Edit View Favorites Tools Help w
@Eack - J B @ {h psaarm *Favnrm&s [ o) B' ,i; - D

i Justdial [selectacty  [w] searchBy |companymame v| | [v]lGo || & eatout [l Hotels [ Movies | G [v]co | 2 hep >

§ Address [ http:fchar p le fias/ playAppAtiributes ¥ B0

ORACLE Enterprise Manager 10g
Application Server Control Help Logout

Application Attributes  Deployment Settings
Deploy: Application Attributes
(Cancel ) (Back] Step2of3

Archive Type J2EE Application (EAR file)
Archive Location C:\34FP1USRAConsole.ear
Deployment Plan  Creating a new plan

= Application Name |ISRA Console

Parent Application | default ||
Bind Web Module to Site | default-web-site .

Context Root  yyep, module Context Root
ISRAConsale.war ISRACansale
ISRASampleWEB ISRA
Cancel Back | Step 2 of 3
Help | Logout

Copyright © 1996, 2006, Oracle. Al rights reserved.
Oracle, D Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation and/or its affiiates. Other names may be trademarks of their respective owners.
About Oracle Enterprise Manager 10g Application Server Control

& % Local intranet

7. Enter the Application Name and click Next. The following screen appears:
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L@ Oracle Enterprise Manager (oc4jadmin) - Deploy: Deployment Settings - Microsoft Internet Explorer

(=

Fle Edit

view

Favorites  Tools  Help

Qo - © [ B €| POscaer Jprawis @ - - LJ

o

¢ Justdial [seectacty  [w] SearchBy |Company/Name [v v] 6o || & Eatout fill Hotels [ Movies | G | cooocoeoo [w]Go | P Hen *

§ Address [ @) http: fchari i

fconsalefiasi2eedepl

ORACLE Enterprise Manager 10g
Application Server Control

Help

enabled.

Task Name
Map Environment References

Select Security Provider
Map Security Roles
Configure EJBs
Configure Clustering

Configure Class Loading

Advanced Depl

Deploy: Deployment Settings

Archive Type J2EE Application (EAR file)
Archive Location C:\34FP1\ISRACensole.ear
Deployment Plan Creating a new plan

Deployment Tasks
The table below provides a set of common deployment tasks you might want to perform for this application. Only those tasks that apply to the current application are

RN N Y R

Plan Editing

Deployment Settings

Cance| Back | Step 3 of 3 | Deploy

ISRA Console

default

default-web-site
ISRAConsole.war: ISRAConsole
ISRASampleWEB: ISRA

Application Name
Parent Application

Bind Web Module to Site
Context Root

Go To Task Description
Map any environment references in your application (for example, data sources) to physical entities currently

present on the operational environment.

A security provider acts as the source for available users and groups when mapping security roles.

e

Logout

Map any security roles exposed by your application to existing users and groups. The list of users and groups is

obtained from the security provider you selected for this application_
Configure the Enterprise JavaBeans in your application.

Configure clustering of your application.

Manipulate the classpath of your application.

]

% Local intranet

8. Click Deploy. The Confirmation screen appears:

L@ Oracle Enterprise Manager (oc4jadmin) - Confirmation - Microsoft Internet Explorer

(=

Fle Edit

view

Favorites  Tools  Help

Qo - © [ B €| POscaer Jprawis @ - - LJ

I3

¢ Justdial [seectacty  [w] SearchBy |Company/Name [v v] 6o || & Eatout fill Hotels [ Movies | G | cooocoeoo [w]Go | P Hen *

§ Address [ @) http: fchari i

fconsalefiasi2eedepl

ORACLE Enterprise Manager 10g
Application Server Control

Help

Confirmation

Progress Messages

The Application "ISRA Console™ has been successfully deployed.

¥ae

Logout

Return

[Aug 28,

[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,
[Aug 28,

2008 4°56-0Z PM[ Inializing Seniet:
2008 4:56:02 PM] Initializing Serviet:
2008 4:56:02 PM] Initializing Servlet:
:02 PM] Initializing Servet:
:02 PM] Initializing Servlet:
2008 4:56:02 PM] Initializing Serviet:
2008 4:56:02 PM] Initializing Serviet:
02 PM] Initializing Servet:
2008 4:56:02 PM] Imnahzmg Senvet:
- com filenet.is.ra.sa.senvlet. UserGroupListSendet for web application ISRASampleWEB
= - com filenet is_ra_sa senvlet InsertUpdateQueueEntryServiet for web application ISRASampleWEB
2008 4 EE 02 PM] Initializing Senet:
2008 4:56:02 PM] Initializing Servlet:
:02 PM] Initializing Servet:
:02 PM] Initializing Servlet:
2008 4:56:02 PM] Initializing Serviet:
2008 4:56:02 PM] Initializing Serviet:
02 PM] Initializing Servet:
2008 4:56:02 PM] Initializing Seret:
2 PM] Initializing Senet:
:56:02 PM] Binding web application(s) to site default-web-site ends_
Aug 28, 2008 4 56:02 PM] Application Deployer for ISRA Console COMPLETES. Operation time: 1052 msecs

2008 4::
2008

2008 4

2008 4::

2008 4

com filenet s ra sa senfet LoginSenet for web application ISHASampleVVEB

com filenet.is.ra.sa.sendet. LogOfiSendet for web application ISRASampleWEB

com filenet is_ra_sa.sendet. ControllerSendet for web application ISRASampleWEB

com filenet is ra sa sendet GetDocumentContentSendet for web application ISRASampleWEB

com filenet.is.ra.sa.sendet. AddDocSendet for web application ISRASampleWEB

com filenet is ra_sa seniet UploadSenet for web application ISRASampleWEB

com filenet.is.ra.sa.sendet. UpdateDocumentPropertiesSendet for web application ISRASampleWEB
com filenet is_ra_sa.sendet. GetAnnotationsServlet for web application ISRASampleWEB

com filenet is ra sa sendet SaveAnnotationsSendet for web application ISRASampleWEB

com filenet.is.ra.sa.sendet. ChangePasswordServiet for web application ISRASampleWEB

com filenet is_ra_sa sendet CreateWorkspaceSendet for web application ISRASampleWEB

com filenet is ra sa sendet CreateQueueSendet for web application ISRASampleWEB

com filenet.is.ra.sa.sendet.PrintFaxDocumentsSendet for web application ISRASampleWWEB
com filenet is ra_sa seniet AddFolderSen/et for web application ISRASampleWEB

com filenet.is.ra.sa.servet.DeleteFolderSenvet for web application ISRASampleWEB

com filenet is_ra_sa sendet UpdateFolderSenet for web application ISRASampleWEB

com filenet is ra sa sendet GetDocumentContentSendat2 for web application ISRASampleWEB
com filenet.is.ra.sa.sendet. DocumentStatusSenvet for web application ISRASampleWEB

™

Return M

&] Done

% Local intranet

9. Click Return. The following screen appears:
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€1 Oracle Enterprise Manager (oc4jadmin) - 0C4J: oc4] - Microsoft Internet Explorer mEx
{ Ble Edit View Favorites Tools Help Iz

Gam ) |ﬂ @ ;j /'\lsaan:h ‘5‘\?Favnmnes & Q- k_f - QI

i Justdial [seectadty [ searchsy [CompanyName[w] | [v] 6o || & Eatout kil totcs B} Movis | G [ coocooo [v] 6o | P Hep 2

: Address |@ hittp: f/chariot4b:8889/em console fias foc4i applications viewName =apps l”'] Go
ORACLE Enterprise Manager 10g [
Application Server Control Setup Logs Help Logout
Cluster Topology > lication Server: tstora.Chariotdb.in.ibm.com > -
0C4J: ocdj

Page Refreshed Aug 28, 2008 4:56:35 PM IST
Home Applications Web Senvices  Performance  Administration

This page shows the J2EE applications and application components (EJB Modules, WAR Modules, Resource Adapter Modules) deployed to this OC4J instance.

View |Applications
Start ) ( Stop ) ( Restart )  Undeploy | ( Redeploy ) | [ Deploy
Select All | Select None | Expand All | Collapse All

Request 3
Processing Application
Active Time Active EJB Defined
SelectName Status Start Time Requests (seconds) Methods MBeans
¥ All Applications
ascaontrol i "
O ¥ default Aug 18, 2008 0 0.00 0 =]
o 3:35:35 PM IST "’
[m] ISRA Console Aug 28, 2008 0 0.00 0
° 4:56:02 PM IST "
O B> Middleware Senvices

@ TIP f you stop a parent application (such as the default application), then Enterprise Manager automatically stops any child applications that depend upon the parent
application. Similarly, if you start a child application, Enterprise Manager automatically starts the required parent application

Home Applicati Web Services  Performance  Administration

PSR R )

&] Dore % Local intranet

10. This completes the deployment of the ISRA Console through graphical
administrative interface.

Command Line Administration

1. From the DOS prompt, navigate to the directory where OC4J is
installed. For example,
<ORACLE_HOME>\ | 2ee\ horre

2. Enter the following command:
java -jar admin.jar
ormi://<oc4j host>:<oc4j_ormi_port> admin <passwords>
-deploy -file
<dri ve>: \fnsw\ISRA340\ Sanpl e\ ISRAConsole.ear -
deploymentName ISRASample
This will deploy the ISRA Sample Application.

3. Bind the Sample Application to a Web site by executing the following
command:

java -jar admin.jar

ormi://<oc4j host>:<oc4j ormi_ port> admin <passwords
-bindWebApp ISRASample ISRASampleWEB default-web-site
/ISRA (For 0C4J 10g Version 10.1.3.0.0)

java -jar admin.jar
ormi://<oc4j_host>:<oc4j_ormi_port admin> <passwords
-bindWebApp ISRASample ISRASampleWEB http-web-site
/ISRA (For 0OC4J 10g Version 9.0.4.0.0)

This completes the deployment of the Sample Application through command line
administrative interface.

Using the ISRA Console

To access the ISRA Console, follow the steps below:
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1. Go to the location where the application is available
(http://<AppServerName>:
<AppServerPort>/<ApplicationContextRoot>)ApplicationContextRoot is
ISRAConsole.

For example : http://9.126.94.39:9088/ISRAConsole/

&) ISRA Administration - Mozilla Firefox: IBM Edition m=[=]
Flle Edit View Hstory Bookmarks Tools Help E3
@ - - @ ﬁ [0 nttp://2. 126.94.64:9080/1SRAConsole/ [x[p] G- %]
[} 18MBusiness Transfo... ] IEM Standard Softwa... [ IT Help Central % Join World Communit... [} 18M
-
ISRA Administration Console
JNDI Name: Submit
ISCF
ISCF1
The ISRA Adminiztration conzole supports IBM Filenet Image Services Rezource Adapter 3.4 Fix Pack 1 and sbove.
(<) 2008 [BM Corporation
=
Done

2. Enter the JNDI name of the library and click Submit.

A page showing the current values configured in the ra.xml is shown along with
controls to edit the ISRA logging levels.

A link has been provided on the page, to access the ISRA Sample Application.

& 1SRA Administration - Mozilla Firefox: IBM Edition =X
Ele Edt Vew Hstory Bockmarks Tools Helb %
<ﬂ - - @ ﬁ (] http://8. 126.54.64:5080/I5RAConsole [DisplayRAServiet ‘ - | D—] ‘-‘ | &, ]
L 1BM Business Transfo... || IBMStandard Softwa... || IT Help Central ’ Join Warld Communit... () 1BM

~
. s .
ISRA Administration Console
Set ISRA Logging ISRA Release Version : ISRA 3.4 Fix Pack 1
ONo Logeing ISCF: Custom Properties defined in ra.xml
O Warning and Exceptions Logging =
® Information Logging 5
O Debug Logging Custom Property Value
[S Domain Name welocity3
[ Enable RPC Logging [$ Organisation Name: [BM
[Product Name IBM FileNet Image Services Resource Adapter
Lhange Logging Level [Product Versien [SRA 3.4.0.1 Enterprise
Cache Refesh Interval (in minutes), 30
[Deployment Instance 1
View JVM Statistics Clent Codle Pz Cp1252
Char Set Encoding: [SO8859_1
[Page Bufter Size (Bytes) 55536
ISRA Sample Application [Log File Name: ISRA_1_0008log
[RPC Log File Name: ISRA_1 0008 RPClog
IRPC Logging Mode: 0
Main Page [ ogging Levet 1 ™
Done
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Changes to the logging level settings are applied to ISRA with immediate effect.
The changes to logging levels are updated in the properties displayed on the
screen.

The changes are valid till the application server is recycled. When the application
server is restarted the log level settings specified in the ra.xml are used.

3. The JVM statistics can be used to study the memory usage in the Application
Server JVM.

& JvM Memory Statistics - Mozilla Firefox: IBM Edition W=

Fle Edit Mew Hstory Bookmarks Tools Help
<i - - @ ﬁ [} hittp:f/5. 126.534.54:9030/15RACamsole freb [Check VMStats jsp =g
[ BMBusiness Transfo... [ 18M Standard Softwa... [ IT Help Central 4 Join World Communit... (=) 18M
JVM Memory Statistics

Max Memory (in MB):2030

Total Memary (in MB):312

Free Memory (in MB):144

Used Memory (in MB):368

Dane

Deploying IBM FileNet Image Viewer

This section describes how to deploy the IBM FileNet Image Viewer. This viewer
is used by the ISRA Console and Sample Application to display documents of
specific mime types (TIFF, JPEG and BMP). Skip this section, if you do not want
the IBM FileNet Image Viewer configured with the ISRA Sample Application.

To deploy IBM FileNet Image Viewer:

Graphical Administration

1. Launch a Web browser and open the Oracle Enterprise Manager console
using the URL as htt p://1 ocal host: <Port Nunber >/ emin the Address
bar.

2. Login to the Oracle 10g Application Server console.
3. Click Applications tab. The following screen appears:
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Oracle Enter; Manager {ocdjad home - Netscape

. Fle Edt Yew Go Bookmarks Tools Window Help

@G @ @ @ | httpsifiocalhost 8888 fem/console ias oc4ifapplcations

4% Home [W] Metscape G, Search ‘ %% Customize.

=

D Netscape - [Enier Search Terms [ C\search A P FormFil = # Clear Browser History &= Mews >

") Hew Tab | %% Oracle Enterprise Manager (ocdjadmin) - C... ] 3
=

ORACLE Enterprise Manager 10g
Application Server Control

QC4J: home
Page Refreshed Feb 18, 2006 12:32:38 PM GMT+05:30

Hame ‘ A | Web Serices Perfarmance Adrinistration

This page shows the J2EE applications and application components (EJB Modules, YWAR Modules, Resource Adapter Modules) deployed to this OC4J
instance

Wiewr IApletatmns j

| Deploy

Expand &ll | Collapse All =

Reguest
P ing  Active Appli
Active Time EJB Defined
Select Name Status Start Time
@ ¥ default & Feb 18, 2006 0 0.00 0 2
11:59:50 AM
GMT+05:30
O ascontrol i+ Feb 18, 2006 1 0.00 o i
11:59:50 Al
GMT+05:30
Home ‘ Applicati Web Serices Performance  Administration
Setup | Logs | Help | Logout
Copyright © 1998, 2005, Oracle. &I rights reserved =
E=F =l FEE=E |
4. Click Deploy. The following screen appears:
|@ Oracle Enterprise Manager (oc4jadmin) - Deploy: Select Archive - Microsoft Internet Explorer {._Hi]ﬂ

Elle Edit View Favorites Tools Help

Qs - ) ¥ [B] @D O sewan Sipraontes €8] (- - L)
i Justdial [sekectacty  [v] searchBy [companyName|v] | [v] Go || & estout A Hotels [ Movies | G [vlo | 2 Hep

: Address ‘@ hittp:/jc i t ps ll] Go
ORACLE Enterprise Manager 10g 2]
Application Server Control Setup Logs Help Logout

e ———
)
e
Select Archive  Application Attributes  Deployment Settings
Deploy: Select Archive
(Cancel) Stepof 3 [Next)
Archive
The following types of archives can be deplayed: J2EE application (EAR files). Web Madules (WAR files), EJB Modules (EJB JAR files) and Resource Adapter
Modules (RAR files).
@ Archive is present on local host. Upload the archive to the server whers Application Server Contral is running.
Archive Location  |C:\34FP 1\FNImageViewer.ear g
O Archive is already present on the server where Application Server Control is running.
Location on Server
The location on server must be the absolute path or the relative path from 2ee/home
Deployment Plan
The deployment plan is an XML file that contains the deployment settings for an application. If you do naot have a deployment plan. one will be created automatically
during the deployment process. Later in the deployment process, you can optionally edit the deployment plan and save it for a future deployment of this application.
lly create a new depl it plan.
The deployment plan setfings wil be based on OC4J defaults and information contained in the archive
© Deployment plan is present on lacal host. Upload the deployment plan to the server where Application Server Control is running.
Plan Location -
O Deployment plan is already present on server where Application Server Control is running.
Location on Server
The location on server must be the absolute path o the relative path from 2ee/ome
(Fancal\_Gian 1 ot a) (M)

€] % Localintranet

Click Browse. Navigate to the FNImageViewer.ear file under the ISRA
installed directory.

Click Next. The following screen appears:
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racle Enterprise Manager {oc4jadmin) - Deploy: Application Attributes - Netscape
. Eile Edit Wew Go Bookmarks Tools ‘Window Help

@0 @ @ @ | hitpsjflocahhost: 8888 emfconsalsjiss/zesjdeplny deployAppattributes

2 B, 4% Home [ Netscape C) Search | S Customize. ..
| D Netscape = [enter Search Terms L‘:j O Search  #Hi PFarmFil = - Clear Browser History  =|News »

') hew Tab | % Oracle Enterprise Manager (ocdjadming - D‘.j 3

ORACLE Enterprise Manager 10g
Application Server Control

Setup Logs Help Logout

Application Attributes  Deployment Seftings
Deploy: Application Attributes
( Cancel ) | Back Step 2 of 3 [Next |
Archive Type J2EE Application (EAR file)

Archive Location FNImageViewer.ear
Deployment Plan Creating a new plan

* Application Mame  |FNimage'iewer

Parent Application | default =
Bind ¥Weh Module to Site | default-web-site 'I

(Cancel | (_Back| Step 2 of 3 [Mey )

Setup | Logs | Help | Logout
Copyright @ 1936, 2003, Oracle. Al rights reserved.

DA & B oo | S e

7. Enter the Application Name and click Next. The following screen appears:

‘@ Oracle Enterprise Manager (oc4jadmin) - Deploy: Deployment Settings - Microsoft Internet Explorer
Fle Edit View Favorites Tools Help

Qe - O \ﬂ @ lj ;isEarm \:::'(Favnrihes @ [:<v =

gy

= B
¢ Justdial [selectacty  [w] searchBy |companyame v | [ [v]lGo || & eatout [l Hotels | Movies | G [v]co | 2 hep >
{ address [ https/jchariotdh ansole/ias/j2ee{deplay/dep v Bce

ORACLE Enterprise Manager 10g lad

Application Server Control Help Logout
—

Deployment Settings
Deploy: Deployment Settings
(Cancel) (Back| Step 3 of 3 (Deploy

Archive Type J2EE Application (EAR file) Application Name FNImageViewer
Archive Location C:\34FP1\FNImageViewer.ear Parent Application default
Deployment Plan  Creating a new plan Bind Web Module to Site  default-web.site

Context Root FNImageViewer

Deployment Tasks

The table below provides a set of common deployment tasks you might want to perform for this application. Only those tasks that apply to the current application are
enabled.

Task Name Go To Task Description

Map Environment References Map any environment references in your application (for example, data sources) to physical entities currently
present on the operational environment.

Select Security Provider A security provider acts as the source for available users and groups when mapping security roles.

Map Security Roles Map any security roles exposed by your application to existing users and groups. The list of users and groups is m

obtained from the security provider you selected for this application.

Configure EJBs Configure the Enterprise JavaBeans in your application.

Configure Clustering Configure clustering of your application.

Configure Class Loading Manipulate the classpath of your application.

A Y5 SN NL NN

Advanced Deployment Plan Editing

Pl Eit annviniaes Dl o ot emren, nbvmed sl (el P ams Bin ]

&] Done & Local intranet

8. Click Deploy. The Confirmation screen appears:
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|€] Oracle Enterprise Manager (oc4jadmin) - Confirmation - Microsoft Internet Explorer =

: Fle Edt Vew Favorites Tools Help

Qs - © (X A G ) sesrch 57 Favortes 4623 ; M- )
i Justdial [selectacity  [w] searchBy [Company/ame[w] [ [v] Go | | & Estout [ Hotels [ Movies | G [vlco | 2 hep >
: Address ‘@ hittp: IL] e

~

ORACLE Enterprise Manager 10g
Application Server Control Help Logout

Confirmation

(_Return

The Application "FNImageViewer" has been successfully deployed.

Progress
ug 28, 2008 4

P Application Deplayer for FRImageViewer STARTS. =
Aug 23, 2008 4:! & PM] Copy the archive to fhome/oracle/product/10.1.3.1/0racleAS_1/j2ee/ocdj/applications/FNImageViewer.ear
Aug 23, 2008 4:59:38 PM] Initialize fhomeforacle/product/10.1.3.1/0racleAS_1/j2ee/ocd]/applications/FNImageViewer.ear begins...
Unpacking FNImageViewer ear
Done unpacking FMImageViewer ear
Unpacking FNimageViewer war
3 Done unpacking FMImageViewer.war
Aug 23, 2008 4:! 0 PM] Initialize fhome/oracle/product/10.1.3.1/0racleAS_1/j2ee/ocdj/applications/FNImageViewer.ear ends...
Aug 28, 2008 4:59:40 PM] Starting application : FNImageViewer
Aug 28, 2008 4:59:40 PM] Initializing ClassLoader(s)
Initializing EJB container
Aug 23, 2008 4:! Loading connector(s)
Aug 28, 2008 4:59:40 PM] Starting up resource adapters
Aug 28, 2008 4:59:40 PM] Initializing EJB sessions
Aug 28, 2008 4:59-40 PM] Committing ClassLoader(s)
Initialize FNImageViewer begins...
Initialize FNImageViewer ends...
-59:4 Started application - FNImageViewer
Aug 28, 2008 4:59:41 PM] Binding web application(s) to site default-web-site begins__. ml
Aug 28, 2008 4:59:41 PM] Binding FNImageViewer web-module for application FNImageViewer to site default-web-site under context root FNimageViewer
[Aug 28, 2008 4:5%:41 PM] Binding web application(s) to site default-web-site ends... —
Aug 28, 2008 4:59:41 PM] Application Deployer for FNImageViewer COMPLETES. Operation time: 2794 msecs hd

(Rewrn ) |v|
&) Done % Local intranet

9. Click Return. The following screen appears:

racle Enterprise Manager (oc4jadmin) - O ome - Netscape = =1of x|
. File Edit Yew Go Bookmarks Tools ‘Window Help

@Q @ @ @ ] http:fflocalhost: 8888 /em/ consalefiasioc4j/applications Fviewkame=apps

/‘f B, | 4 Home [ Netscaps G Search| S Customize...

.| Netscape = [enter Search Terms & Chsearch  SHighlight P FormFil = ¥ Clear Browser History
&) New Tab | S Oracle Enterprise Manager (acdiadmind - O... ]
=
ORACLE Enterprise Manager 10g —

Application Server Control
Setup Logs Help Logout

QC4J: home
Page Refreshed Feb 18, 2006 12:47:36 PM GMT+05:30

Hatne J Applications l Weh Serices Performance  Adrministration

This page shows the J2EE applications and application components (EJB Modules, WAR Modules, Resource Adapter Modules) deployed to this OC4J
instance.

i IAplecatluﬂS j

| Deploy

Expand All | Collapse Al

Request
i Active Appli
Active Time EJB Defined
Select Name Status Start Time Requests (seconds) Methods  MBeans
# ¥ default £+ Feh 18, 2006 0 000 0 2
11:59:50 Ak
GMT+15:30
L& ENimaneiewer 4+ Feb 18, 2005 0 0.00 1] 0
12:46:08 P
GMT+15:30
L8 ascaontrol £ Feb 18, 2006 1 0.32 1] i
SR A & B oo [ e |

10. This completes the deployment of IBM FileNet Image Viewer through
graphical administrative interface.

Command Line Administration

1. From the DOS prompt, navigate to the directory where OC4J is
installed. For example,

<ORACLE_HOVE>\ | 2ee\ hone
2. Enter the following command:
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java -jar admin.jar

ormi://<oc4j host>:<oc4j ormi_ port> admin <passwords
-deploy -file

<dri ve>: \fnswW\ISRA340\ Sanpl e\ FNImageViewer.ear -
deploymentName FNImageViewer

This will deploy the ISRA Sample Application.

3. Bind the Sample Application to a Web site by executing the following
command:

java -jar admin.jar

ormi://<oc4j host>:<oc4j ormi_port> admin <password>
-bindWebApp FNImageViewer FNImageViewer default-Web-
site /FNImageViewer (For 0OC4J 10g Version 10.1.3.0.0)

java -jar admin.jar

ormi://<oc4j host>:<oc4j ormi port> admin <passwords
-bindWebApp FNImageViewer FNImageViewer http-Web-site
/FNImageViewer (For 0C4J 10g Version 9.0.4.0.0)

This completes the deployment of IBM FileNet Image Viewer through command
line administrative interface.

IBM FileNet Image Viewer Quick Start Feature

The Quick Start feature provides a mechanism for initializing a Web browser, Java, and
Image Viewer session. The background task required to initialize an Image Viewer
session is done at the time when the Web browser is initialized, prior to the time when
Image Viewer is actually required. This reduces the startup time of Image Viewer. This
feature is supported on various Operating Systems, such as Microsoft Windows 98, NT,
2000 Professional, and XP. The only Web browser supported for this feature is Internet
Explorer. The Quick Start feature is not enabled by default, user needs to manually

enable it.

Enabling Quick Start Feature

To enable Quick Start feature:

1.
2.

o 0~ w

Extract FNImageViewer.ear from the patch.

Check the availability of "quickstart.htm" file in the FNImageViewer.war
extracted from FNImageViewer.ear.

Extract ISRAConsole.ear from the patch.

Extract ISRASampleWEB.war file from ISRAConsole.ear.

Extract 'DisplayDocument.jsp' file from ISRASampleWEB.war.

Add the highlighted tag to the file as shown in the code segment below:

<APPLET CODEBASE = "/ FNI nmageVi ewer/ FNJavaV1lFi |l es" ARCH VE
:IIj I .j ar "

CODE = "ji.applet.jiApplet.class” NAME = " vi ewONE® WDTH =
"100%

HEI GHT = "97% HSPACE = 0 VSPACE = 0 ALIGN = niddle

MAYSCRI PT="tr ue" >

<% f ( RAVer si on2. equal sl gnoreCase("Enterprise")){%
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<par am nanme="User | d" val ue="<%user| d%" >

<par am nanme="qui ckstart URL" val ue="qui ckstart. htni>
<%/*End of if condition where

RAVer si on2. equal sl gnoreCase("Enterprise")*/ %

</ Appl et >

7. Save and close the file.

8. Bundle the new file into ISRASampleWEB.war.

9. Bundle the WAR file into ISRAConsole.ear.

10. Undeploy the old ISRAConsole.ear.

11. Deploy the new ISRAConsole.ear.

12. Open a document in IBM FileNet Image Viewer.
13. Right-click the document to open the context menu.

14. From the context menu, click Preferences > QuickStart to enable the Quick
Start feature. A 'tick' icon appears on the left-hand side of the Quick Start
menu indicating that the feature is enabled.

Enabling the Quick Start feature will add an icon within the System tray (bottom right of
the Windows Desktop) and a menu item “IBM FileNet JavaView QuickStart for Internet
Explorer” under Start > Programs > Startup menu. After enabling Quick Start, if the
machine is rebooted, the Quick Start feature remains enabled. Disabling the Quick Start
feature will remove the Quick Start icon from the System tray and the menu item “IBM
FileNet JavaView QuickStart for Internet Explorer” from the Start > Programs > Startup

menu.

Known Issues in the Quick Start Feature

Following are the known issues in IBM FileNet Image Viewer:

Web session will not end until Quick Start feature is disabled or the user explicitly
logs out of the session with the Web server. If the Quick Start feature is enabled,
closing the browser window(s) will not terminate the session with the Web server.
If Quick Start is enabled and Internet Explorer is not the default browser, then on
machine re-login or reboot, a message will display asking whether you want to
make Internet Explorer the default browser. To avoid the message:

1. Open a browser window.

2. Select Tools > Internet Options.

3. Click Programs tab and deselect the check box corresponding to "Internet
Explorer should check to see whether it is the default browser".

4. Click Apply.

5. Click OK.

If Always button is not selected on the security dialog box of the security
certificate associated with the Image Viewer, then on machine re-login or reboot,
a security dialog box is displayed.

QuickStart feature is not available in Image Viewer when we access web server
using IP address instead of host name in the URL.
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Testing Sample Application

After the ISRA Sample Application is started, the steps to verify the deployment
and access the ISRA Sample Application are:

1. Open a Web browser and enter the URL
http://<server:port>/context_root.
For exanple: http://9.126.94.39: 9088/ | SRA/

The Web application context_root is case sensitive. On an Oracle 10g

Server, the default port number is 8888. The default context_root of the
Sample Application is ISRA.

(@ 1504 3.4.0 Samphe Applicotion - Mazila Firelax: 168 Edition e

=0
Be Bt Yew Hgory  Secimprts  Toos  Heb

@ - - & MR [0 o 136,54 tackons e
1 Mk iata T | 1 104 Ssarard Safort 1.7 il ol NP 3 Wi Comemeit s £ 104

IEM ISRA 3.4.0 Sample Application
[ | seach T | Browse ]| Queus Madsnance ] | MetaOsta |

Do

2. Enter valid user name and password for the configured IS (check configured
ConnectionFactory for IS details) and click Logon.

| @ 1584 3.4.0 Sample ~ Mezilla Firefox: 1BM Edition BE =]
= gt gew Hgmey foomais Joon Beo *
- - i n SO0 1SPA b Sem eI A 50 = ] G
O e mapress Tracefo.., [ o siedas Treio Cantral 49 Jon Word Communt... () 184
B ISRA 3.4.0 Sample Application (Enterprise)

B ¥

User: Sysidm JNDI Hame: |SCF 1SDomain: vlocityd

18

a0
P search Documents

Done.

3. Click the Help (?) icon on the Sample Application page for details on the
interaction parameters and options.
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LDAP Configuration

ISRA 3.4.0 supports LDAP Authentication by third party Servers in addition to
direct IS logging.

It is necessary to map users present on the LDAP Server onto the IS, before
using LDAP Authentication.

Note The installation of LDAP Server and creation of users on the LDAP
machine are out of the scope of this document.

IBM FileNet provides utilities for mapping users existing in the LDAP Server onto
the IS. These utilities are part of the IS package and are to be executed on the
machines running the LDAP Server and the IS.

IBM FileNet provides two utilities — Idap_export and Idap_import. The
Idap_export utility is used to export names of the users on the LDAP Server onto
an xml file.

The Idap_import utility imports the names of the users that have been mapped
onto the xml file and creates corresponding users on the IS. It is mandatory that
the Idap_import algorithm as well as the xml file be present on the same
machines where IS exists.

The Idap_import algorithm uses a hashing algorithm to generate the user
passwords for the IS.

Mapping Existing LDAP Server Users to IS

To configure user IDs in an IBM FileNet IS library:

1. Create user entries on the LDAP server. The user attribute “uid” will be used
to create a user on IS. The rest of the attributes (including “password”) can
be assigned any value.

2. Use the LDAP_EXP.exe utility to export the user entries created into an XML
file.

3. LDAP_EXP program has the following parameters options:

Option Description

s <server> LDAP server name or IP address, required value.

p <port> LDAP port number, optional value, 389 is default.

d <binddn> LDAP administrator bind domain name (DN),
required value.

w <bindpw> LDAP administrator bind password, required value.
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Option Description

b <basedn> LDAP Base DN, optional value.

g <grouplist filename> Group list file for input, optional value.

0 <XML output XML output filename, optional value.
filename>

| <log filename> Log Filename to use, optional value.

X <grouplist filename> Group list file name for output, optional value.
% Verbose log output.

cl <user object class> Class type for User, default is 'person'.

c2 <group object class> | Class type for Group, default is
‘groupofuniquenames’.

al <user attribute> Attribute to be used for user; default is 'dn'.

a2 <group attribute> Attribute to be used for group; default is 'dn

a3 <member attribute> Attribute to be used for member; default is
‘uniqueMember'.

Note User may use /?, -?, /h or -h to generate help.

Usage of exporting users from LDAP server into the XML file:
C.\ >l dap_exp.exe -s filenetsrv -b "dc=cm dc=fil enet,
dc=com' -d "admin" -w""
4. Use the LDAP_IMPORT.exe for IS libraries to import the user entries from
XML file into the specified IBM FileNet IS library.

Parameters:
1? Help screen.
/h<host>[.organization] IS host or domain name, organization.
/u<id> (used with /p) Authorized IS user name
Ip"<pwd>" (used with /u) Encrypted IS user password.
fi<file> XML input file.

Example Usage
C:\ >l dap_i nport/ hl MGSERV: Fi | eNet /i | dap_exp. xm

Note Options are not case sensitive. All the information or error messages
are logged to the system log or the file 'ldap_importyyyymmddlog.txt'.
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If Username and password are not specified in the command, it
prompts for username and password.

5. The IBM FileNet users thus created will have a password that is generated
from the corresponding user IDs.

Changing ISRA Specific Parameters for LDAP

The configurable properties to be set (modified) in ra.xml are:

e LdaplmplClassName

e LdaplmplClassString

e InherentLogin

Refer to LdaplmplClassName, LdaplmplClassString, and InherentLogin, in

section Configurable ra.xml Properties for details on the configuration of the
respective properties.
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Undeployment

This section describes the undeployment procedure to remove the ISRA and the
Sample Application from the Oracle 10g Application Server.

Undeploying ISRA
To undeploy the ISRA, perform the following steps:

Graphical Administration

To undeploy ISRA using the Oracle 10g Application Server Console:

1. Launch a Web browser and open the Oracle Enterprise Manager console
using the URL as http://1 ocal host: <Port Nunmber >/ emin the Address
bar.

2. Login to the Oracle 10g Application Server console.
3. Click Applications tab.

4. Select Standalone Resource Adapters value from the View drop down box.
The following screen appears:

(&) Oracle Enterprise Manager {oc4jadmin) - OC43: home - Netscape -8 x|
. Fle Edt View Go Bookmarks Tools Window Help

. @oe @ Q [ hitpflocalhost 8883 emiconsolsias/octjiapplications | ’:S:go @

. B, 4 Home [y metscaps Cf Search % Customize...

»
) New Tab | % Oracls Enterprise Manager (ac4jadmin) - ... l X

ORACLE Enterprise Manager 10g
Application Server Control

Setup Logs Help Logout

QC4J: home

Page Refreshed Feh 22, 2006 12:42:07 PM GMT+05:30
Harne Applications Web Services Performance  Administration

This page shows the J2EE applications and appli 1 I its (EJB Modules, WAR Modules, Resource Adapter Modules) deployed to this OC4J instance
Wiews | Standalone Resource Adapters ¥
Deplay )
Start Stop Lndeploy Redeploy
Select ‘Resnurce Adapter |Resoun:e Adapter Module \ Status \EIS Type |
& |SRA RA1 4+ FileNet Image Services
© OracleASims OracleASjms {r OracleAS JMS
Hore | Applications | Weh Serices  Performance  Administration
Setup | Logs | Help | Logout
Copyright © 1398, 2005, Oracle. Al rights reserved
EEREEE=] I == P

5. Select ISRA and click Stop to stop the ISRA resource adapter. The following
message appears:
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Are you sure you want to stop ISRA?
(Mo ) (_ves

Setup | Logs | Help | Logout
Copyright @ 1936, 2005, Oracle. All rights reserved R

Click Yes. The following screen appears:

Manager {ocdjad : licrosoft Internet Explorer a3~

Fle Edi Uew Faverkes Tooks Help | 4
QBack - ) - %] (&) | D search JFavortes | (10 B
adress ] hetpsflocalhostisase/smjconsslsfissfocyfappications BIEERE
ORACLE Enterprise Manager 10¢

Application Server Control Setup Logs Heln Logout

R

Confirmation

Bl [

[El Confirmation
ISRA has been stopped

0C4J: home

Home pplicati | Wieh Serices  Performance  Administration

This page shows the J2EE applications and application cormponents (EJB Modules, WAR Maodules, Resource Adapter Maodules) deployed to this OC4J instance.

Wiew | Standalone Resource Adapters =
(_Start } (_Stop ) (_Undeploy ) (_Redeplay ) | (_Deploy

Page Refreshed Sep 6, 2006 11:18:55 AM GMT+05:30

Select Resource Adapter IRESUU[DE Adapter Module |SIa(usIEIS Type |
& |SRA ISRA I FileNet Image Senices
€ OracleASjms OracleASjms 4+ OracleAS JMS
Horme pplicati [ Wieh Serices  Pedormance  Adrninistration

Setup | Logs | Help | Logout
Copyright @ 1996, 2005, Oracle. Al rights reserved

Click Undeploy. The following message appears

Nl ]
rosoft Internet Explorer _8~
Fle View Favortes Tools Help | 4
QBack - ) - (¢ [2] (b O search oFavortes €| (2 L B
adiress ] bt jlocalhost:5308 mfconssiefiss]ocdlapplications? Key—d3_10d31454 EEERE
ORACLE Enterprise Manager 10g
Application Server Control Setup Logs Help Looout
B

< B l PIJA
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Oracle Enterprise Manager (oc4jadmi

Undeploy Resource Adapter - Netscape
. Fle Edt Yiew Go Bookmarks Tools Window Help

L2000

deployundeployC

Id=RAlGarchiveType=rar |

Jj &, 45 Home BW] Netscape Q\SEarch‘ % Custamize. .
3

] Wew Tab [ S Oracke Enterprise Manager (octjacinin) - U... |

]
ORACLE Enterprise Manager 10g
Application Server Control
Setup Logs Help Logout
/A Undeploy Resource Adapter
(Mo ) (res
You have chosen to remove Resource Adapter "RA1".
Do you want to proceed?
(Mo ) [ res
Setup | Logs | Help | Logout
Copyright @ 1398, 2005, Oracle. Al rights reserved
022 98] =l
8. Click Yes. The Confirmation screen appears:
Oracle Enterprise Manager (ocdjadm MRS
. Fle Edt View Go Bookmarks Tools Window Help

W WY Vi

deploy/undeployPrograsspr D=DeploymentTask_0

Jj &, 45 Home BW] Netscape Q\SEarch‘ % Custamize. .
3

] Wew Tab [ S Oracke Enterprise Manager (octjacmin) - |

ORACLE Enterprise Manager 10g
Application Server Control

Setuy Logs Help Lodout

Confirmation

The Resource Adapter "RA1™ has been successfully undeployed.

[Feb 22, 2006 2:07:54 PM) Connector Module UnDeployer for RAT STARTS.
[Feb 22, 2006 2:07:55 PM] Unable to remove RA under connectors directory (in use). Please remove manually after shutdown

[Feb 22, 2006 2:07:55 PM] Connector Madule UnDeployer for RA1 COMPLETES. WARNING: Requires default application restart for changes to take effect.

(_Return

| _Retum
Setup | Logs | Help | Logout
Copyright @ 1398, 2005, Oracle. Al rights reserved
OR2s 98] I =l

9. Click Return to verify that the selected ISRA application is undeployed.
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() Oracle Enterprise Manager (oc4jadmin) - DC43: home - Netscape

NEET
. Fle Edt Yiew Go Bookmarks Tools Window Help

10,00 0 [Eresmm— oy

.| B, 4 Home [ Metscape Gl Search S Customize..,

3
&) tew Tab [ % Orack Enterprise Manager (acdjadmin) - O... |

ORACLE Enterprise Manager 10g
Application Server Control

Setuy Logs Help Lodout

QC4J: home
Page Refreshed Feb 22, 2006 2:09:06 PM GMT +05:30
Home Applicati Web Services  Performance  Administration
This page shows the J2EE appl and appl

its (EJB Modules, WAR Modules, Resource Adapter Modules) deployed to this OC4J instance

Wiew | Standalone Resource Adapters =

Deploy
(_Start ) ( Stop ) (_Undeploy ) | Redeploy
Select ‘Resnurce Adapter : Adapter Module ‘ Status ‘EIS Type |
& OracleASims OracleASjms

{ OracleAS WS

Harne Applications Weh Services  Performance  Administration

Setup | Logs | Help | Logout
Copyright @ 1996, 2005, Oracle. Al rights reserved

RSB

== w]

10. This completes the undeployment of ISRA resource adapter through
graphical administrative interface.

Command Line Administration

To remove a deployed resource adapter, use the -undeployconnector switch of
admin.jar. The syntax is:

1. From the DOS prompt, navigate to the directory where OC4J
is installed. For example,

<ORACLE_HOVE>\ | 2ee\ hone
2. Then enter the following command:

java -jar admn.jar
orm ://<oc4j _host>: <oc4j _orm _port> adnin
adm npasswor d -undepl oyconnector -name | SRA

The required - nane argument specifies which adapter is being removed. This
command removes all <connect or > entries that use the specified resource

adapter from oc4j-connectors.xml and deletes the | SRA directory from
<ORACLE_HOVE>\ j 2ee\ honme\ connectors directory.

User can remove an adapter manually by deleting all <connect or > entries that

refer to the adapter from oc4j-connectors.xml and deleting the | SRA directory
from <ORACLE_HOME>\ j 2ee\ hone\ connectors directory.

Undeploying ISRA Console and Sample Application

To undeploy the ISRA Console and Sample Application and IBM FileNet Image
Viewer, perform the following steps:
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Graphical Administration

To undeploy ISRA Console and Sample application and IBM FileNet Image
Viewer using the Oracle 10g Application Server Console,

1. Click Applications tab.
2. Select Application value from the View dropdown box. The following screen
appears:
=5

‘ﬂ Oracle Enterprise Manager (oc4jadmin) - OC4J: oc4j - Microsoft Internet Explorer

: FBle Edit View Favorites Tools Help

Qe - ¥ B G Osea Frreeies £) (- s - [J

¢ Justdil [seectacty  [w] SearchBy |companymiame ] | [¥] @0 | 2 Eatout [ Hotels ] Movies \ G . Go \ P Hep ¥
MBe-

£ Agiress [ https/jc I 3/applc pp:
ORACLE Enterprise Manager 10g (]
Application Server Control Setup Logs Help Logout
e ———
Cluster Topology > 1 Server. tstora.Chariotdb.in.ibm.com >
0C4J: ocdj
Page Refreshed Aug 28, 2008 4:59:51 PM IST
Home Applications { Web Senices  Performance  Administration

This page shows the J2EE applications and application compaonents (EJB Modules, WAR Modules, Resource Adapter Modules) deployed to this OC4J instance.

View |Applications .
| Start ) (Stop ) (_Restart ) ( Undeploy ) | Redeploy ) | [ Deplay

Select All | Select None | Expand All | Collapse Al

Request
Processing Application
Active Time Active EJB Defined
Select Name Status Start Time Requests (seconds) Methods MBeans
¥ All Applications
ascontrol i “
OV default 4 Aug 18, 2008 0 0.00 0
3:35:35 PM IST
O ENImageViewer & Aug 23, 2008
4:59:40 PM IST
ISRA Consals 4 Aug 28, 2008 0 0.00 0
4:56:02 PM IST -
O B Middleware Senices

@ TIP If you stop a parent application (such as the default application), then Enterprise Manager automatically stops any child applications that depend upon the parent
application. Similarly, if you start a child application, Enterprise Manager automatically starts the required parent application

Home | Annlications | Weh Senices  Performance Administration
% Local intranet

3. Select the ISRA Console and click Stop to stop the selected application.

The following message appears:
@Tjracle Enterprise Manager (oc4jadmin) - OC4J: oc4j - Microsoft Internet Explorer - .
i fle pdit Wew Favorites Jools  Heb

2 A N F 5 5
@Eads' © E @ ‘o j_\,sear:h g Fevarites 2} =S =l 3
i Justdial |seectasty ] search ey F."["."":‘."E"".".‘El! e et ﬂ Go | & eatout [ rotels [ moves | G | G| P
{ agdress | @) htto: fcharit corsolefas/oc v| B
ORACLE Enterprise Manager 10g
Application Server Control Se:uH Lags Hclﬁ Loi:ut
Confirmation
Are you sure you want to stop the following applications: ISRA Console?
Mo (Yes)
Setup | Logs | Help | Logout
Copyright © 1996, 2006, Orack. Allrights reserved
Oracle, IO Edwards, PeopleSoft, and Retek are registered Irademarks of Oracle Corporation andlor i3 affilates. Other names may be trademarks of ther respective owners,
About Oracle Enterprize Manager 10g Applicatien Sarver Control
&loeme %4 Local intranet
4. Click Yes. The following screen appears:
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Lﬁ Oracle Enterprise Manager (oc4jadmin) - 0C4J: oc4j - Microsoft Internet Explorer M

i Hle Edit Mew Favorites Tools Help a
Qe - ) B @ {h pSEarm \;[\L(Fauurmes & Bv(} - L)

¢ Justdial sekctacty  [w] searchBy [company/Name[w] [ [v] ce | & Eatout [l Hotels ] Movies ‘ Gl . Go ‘ P Hep
i Address ‘ah ©firmationKey =6 18_11bd54964f ’:I Go

o

QC4J: ocdj
Page Refreshed Sep 5, 2008 11:59:41 AM IST

Home Applications [ Web Services  Performance  Administration

This page shows the J2EE applications and applicati p (EJB Modules. WAR Madules, Resource Adapter Modules) deployed to this OC4J instance.
View |Applications .
Start ) | Stop Restart Undeploy | | Redeploy \ Ceploy
Select All | Select None | Expand All | Collapse Al
Request
Processing Application
Active Time Active EJB Defined
SelectName Status Start Time Requests (seconds) Methods MBeans
¥ All Applications
ascontrol I
O Vdefault 4 Aug 18, 2008 0 0.00 0 1
3:35:35 PM IST 3
O ENlmageViewer g Aug 28, 2008 0 0.00 0
4:59:40 PM IST
ISRA Console o 0 0.00 0
O B Middleware Senices
@ TIP If you stop a parent application (such as the default appl ). then Enterprise Manager aut stops any child applications that depend upon the parent
application. Similarly, if you start a child application, Enterprise Manager automatically starts the required parent application.
Home Applicati [ Web Senvices  Performance  Administration

Setup | Logs | Help | Logout

Copyright ® 1896, 2006, Oracle. Al rights reserved

&] Done % Local intranet

5. Click Undeploy. The following message appears:

LE] Oracle Enterprise Manager (oc4jadmin) - ploy Application - Microsoft Internet Explorer @
File Edt View Favorites Tools Help

i
@Eack - \_) E @ \/h pSEErd’! *Favuntﬁs @ Bv :_;, - LJ
i Justdial [selectadty v searchgy |CompanyMame[w | | [v](Go | | & eatout fil Hotels [ Movies | G [¥]co | 2 e »
: Address (@) httpsfjc I 0Console [+ B e

ORACLE Enterprise Manager 10g
Application Server Control Setup Logs Help Logout
S ——

/N Undeploy Application
MNo Yes
You have chosen to remove J2EE application "ISRA Console".

Do you want to proceed?

Setup | Logs | Help | Logout
Copyright © 1998, 2008, Oracle. Allrights reserved
Oracle, J0 Edwards, PeopleSofi, and Retek are registered trademarks of Oracle Corporation and/or its affilates. Other names may be trademarks of their respective owners.

About Oracle Enterprise Manager 10q Application Server Control

& & Local intranet

6. Click Yes. The Confirmation screen appears:
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MEx]
2

|@ Oracle Enterprise Manager (oc4jadmin) - - Microsoft Internet Explorer

: Fle Edit View Favorites Took Help

O O W@ O P v @3- B -
i Justdial [selectacty  [v] searchiy [companyame[v] [v] 6o || B estowt Al vorels B Movies | G [vlso | 2 Hep

ing?taskID =DeploymentTask_2 [v] B

! Address \a htp: I JundeployProg

ORACLE Enterprise Manager 10g

Application Server Control Setup Logs Help Logout
R

Confirmation
|_Return
The Application "ISRA Console” has been successfully undeployed.
[Aug 28, 2008 5:09:06 PM] Application UnDeployer for ISRA Console STARTS
[Aug 28, 2008 5:09:06 PM] Remaving all web binding(s) for application ISRA Console from all web site(s)
[Aug 28, 2008 5-09-06 PM] Application UnDeployer for ISRA Cansale COMPLETES
|_Return

Setup | Logs | Help | Logout

Copyright @ 1996, 2006, Oracle. AllTights reserved.
Oracle, JD Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andior ts affiiates. Other names may be trademarks of their respective owners.

About Oracle Enterprise Manager 10q Application Server Control

%J Local intranet

&] Done

7. Click Return to verify that the selected ISRA Console and Sample
application is undeployed.

|@ Oracle Enterprise Manager (oc4jadmin) - OC4.J: oc4j - Microsoft Internet Explorer "_Hilﬂ
o

i Fle Edt View Favorites Iook Help

Qo - © (¥ B th Pseacn Frrawmies & (- - )

! Justdial |selectauty &] Search By |Company/Nama&” M Go ‘ & eatout i) Hotels [} Movies ‘ (e . Go ‘ ? Hep >
Mae

:chdwess‘a htp: 4 japplication:
ORACLE Enterprise Manager 10g 2]
Application Server Control Setup Logs Help Logout

———
Cluster Topology > Server tstora.Chariotdb.in.ibm.com >
OC4J: ocdj
Page Refreshed Aug 28, 2008 5:09:15 PM 1ST
Home [ App | Web Senices  Performance
This page shows the J2EE applications and application components (EJB Modules, WAR Modules, Resource Adapter Modules) deployed to this OC4J instance.
View | Applications I~
(Start ) (Stop ) (Restart ) (Undeploy ) (Redeplay) | (Deploy )
Select All | Select MNone | Expand All | Collapse All
Request =
Active  Time Active EJB Defined
Select Name Status Start Time Requests (seconds) Methods MBeans
¥ All Applications
ascontrol 3 “
O ¥ default Aug 18, 2008 0 0.00 0 |
¢ 3:35:35 PM IST “’
[} FNImageViewer o Aug 28, 2008 0 0.00 0
4:59:40 PM IST "
O B> Middleware Senices
@ TIP If you stop a parent application (such as the default application), then Enterprise Manager lly stops any child lications that depend upen the parent
application. Similarly. if you start a child application, Enterprise Manager automatically stats the required parent application
Home pplications | Web Senices  Perfarmance
%J Local intranet

&

8. This completes the undeployment of ISRA Console and Sample application
through graphical administrative interface.

Command Line Administration

User can remove a J2EE Web application from the OC4J Web server using the -
undeploy option with the admin.jar command-line tool. The syntax is as follows:

1. From the DOS prompt, navigate to the directory where OC4J
is installed. For example,
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<ORACLE_HOMVE>\ | 2ee\ hone
2. Then enter the following command:

java -jar admn.jar
orm ://<oc4j _host>:<oc4j_orm _port> adm n
adm npassword -undepl oy | SRAConsol e - keepFil es

This command removes the deployed J2EE application known as
applicationName and results in the following:

e The application is removed from the OC4J runtime.

e All bindings for the Web modules are removed from all the Web sites to
which the Web modules were bound.

e The application files are removed from both the applications/ and
application-deployments directories. If you do not want these files to be
removed, use the -keepFiles switch.

Undeploying IBM FileNet Image Viewer

The procedure of undeploying IBM FileNet Image Viewer is same as
Undeploying ISRA Console and Sample Application. Refer to Undeploying
Console and Sample Application section for the details.

June 2010 Image Services Resource Adapter 52



Troubleshooting

This section describes how to troubleshoot ISRA.

Disabling NCH Broadcasts

ISRA users (application client) need to access IS libraries across routers on
networks where broadcasts are disabled. This is done by creating alias entries
for the IS libraries in the hosts file, where ISRA is deployed. ISRA must locate the
IP address of the NCH server to find other IS services for an IS setup.

ISRA attempts to find the NCH server by generating broadcast packets, even if
the NCH server was not reachable using broadcasts. User can disable NCH
server location broadcasts to reduce broadcast traffic on the network.

User may want to disable NCH broadcasts, if:

e Routers are present in between servers,
e Want no broadcast activity on the networks,
e Want to force a multi-homed server to use a specific IP address
configured by the operating system network directory search facility.
To specify the alias in the hosts file:

1. Locate hosts file on the server. It is located in the / et ¢ folder on UNIX
systems. On a Microsoft Windows Server, it is located in the
\ syst enB2\ dri ver s\ et c under the Windows installation directory.

2. Open the hosts file with a preferred text editor. If a host file does not exist,
create a new file using a preferred text editor.

3. For each IBM FileNet library that user needs to connect through ISRA,
entries should be made in the hosts file as <I P addr ess of
domai n: or gani zat i on> <domai n- or gani zati on>- nch-server,
where:

e <IP address of domain:organi zati on>is IP address of an IBM
FileNet domain and organization identifying the target IBM FileNet library
system (NCH Server).

e <domai n- or gani zat i on> is domain and organization name. The rules to
follow while specifying the domain-organization name are:

= Delete all characters except ASCII alphanumeric characters and
hyphens.

= Convert all upper case characters to lower case.

= Insert a hyphen between the domain and organization names.

= Append nch-server as a literal.
For example, if an IBM FileNet library has a domain, fn_is, and organization,
IBM, and its IP address is 123.45.6.78, the hosts file entry will be:

123.45.6.78 fnis-1BMnch-server
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Appendix A: ra.xml

ra.xml

<?xm version="1.0" encodi ng="UTF-8""?>

<I DOCTYPE connector PUBLIC '-//Sun M crosystens, Inc.//DTD Connect or
1.0//EN '"http://java.sun.con dtd/connector_1_0.dtd" >

<connect or >
<di spl ay- nanme>l SRA</ di spl ay- nane>
<vendor - nane>l BW/ vendor - nane>
<spec-versi on>1. 0</ spec-versi on>
<ei s-type>I BM Fi |l eNet | nage Services</eis-type>
<versi on>3. 4. 0</ ver si on>
<license>
<l i cense-required>fal se</license-required>
</license>
<r esour ceadapt er >
<managedconnecti onfactory-
class>com filenet.is.ra.spi.FN IS Spi ManagedConnecti onFact or y</ managedc
onnecti onfactory-cl ass>
<connect i onfactory-
i nterface>j avax. resource. cci.Connecti onFact ory</connecti onfactory-
interface>
<connect i onfactory-inpl -
class>com filenet.is.ra.cci.FN IS Cci ConnectionFact ory</connectionfacto
ry-inpl-class>
<connection-interface>j avax. resource. cci.Connecti on</connecti on-
interface>
<connecti on-i nmpl -
class>comfilenet.is.ra.cci.FN_IS Cci Connecti on</connection-inpl-cl ass>
<transacti on-support>NoTransacti on</transacti on- support >
<confi g- property>
<descri pti on>Domai n nane of the |nage Services
Server </ description>
<confi g- property- name>Donai nNane</ confi g- pr operty-nane>
<confi g-property-type>j ava.l ang. Stri ng</confi g- property-type>
<confi g- property-val ue>Fi | eNet| S</ confi g- property-val ue>
</ config-property>
<confi g- property>
<descri pti on>Organi zati on nane of the |Inmage Services
Server </ description>
<confi g- property- name>0r gani zat i onNane</ confi g- property- nane>
<confi g- property-type>j ava. |l ang. String</confi g- property-type>
<confi g- property-val ue>l BW/ confi g- property-val ue>
</ config-property>
<confi g- property>
<descri pti on>0- Excepti ons and Warni ngs; 1-1nfo; 2-Debug
Level </ descri pti on>
<confi g- property-nane>Loggi ngLevel </ confi g- property-nanme>
<confi g- property-type>j ava. | ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>0</ confi g- property-val ue>
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</ config-property>
<confi g- property>
<descri pti on>0-No Loggi ng; 1-Consol e Logging; 2-File Logging; 3-
Bot h(Fil e and consol e) </ descri pti on>
<confi g- property- name>Loggi nghMbde</ confi g- property- nane>
<confi g- property-type>j ava. | ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>3</confi g- property-val ue>
</ confi g- property>
<confi g- property>
<descri pti on>Page data fetch size (in kilo bytes)</description>
<confi g- property- nanme>PageBuf f er Si ze</ confi g- property- nane>
<confi g-property-type>j ava. | ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>64</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<descri pti on>Cache refresh interval (in m nutes)</description>
<confi g- property- name>CacheRef r eshl nt erval </ confi g- property-nane>
<confi g- property-type>j ava. |l ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>30</ confi g- property-val ue>
</ config-property>
<l-- Added by IBM for caching of groups only-->
<confi g- property>
<descri ption>Security cache node(1l-caches users and groups 2-
caches groups only)</description>
<confi g- property-name>SecurityCacheMbde</ confi g- property-nane>
<confi g-property-type>j ava. |l ang. | nt eger</confi g-property-type>
<confi g- property-val ue>1</ confi g- property-val ue>
</ confi g-property>

<l-- Added by IBMfor selective netadata cache refresh-->
<confi g- property>
<descri ption>Sel ective netadata refresh(0-No refresh 1-printer
cache 2-doc class cache 4-key fields cache 8-nmenu val ues cache
) </ description>
<confi g- property- name>Met aDat aCacheRef r eshMode</ confi g- property-
nanme>
<confi g-property-type>j ava. |l ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>15</ confi g- property-val ue>
</ config-property>

<confi g- property>
<descri pti on>Nane of the Product</description>
<confi g- property- name>Pr oduct Nane</ confi g- property- nane>
<confi g-property-type>j ava.l ang. Stri ng</confi g-property-type>
<confi g-property-val ue>l BM Fi |l eNet | nage Services Resource
Adapt er </ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<descri pti on>Product Version</description>
<confi g- property-nane>Product Ver si on</ confi g- property- name>
<confi g- property-type>j ava. |l ang. String</confi g- property-type>
<confi g-property-val ue>l SRA 3.4.0 Enterprise</config-property-
val ue>
</ config-property>
<confi g- property>
<descri ption>l SRA Logfile name (can include path) </description>
<confi g- property- name>LogFi | eNanme</ confi g- property- nane>

June 2010 Image Services Resource Adapter 55



<confi g-property-type>j ava.l ang. Stri ng</confi g-property-type>
<confi g- property-val ue>l SRA. | og</ confi g- property-val ue>
</ confi g- property>
<confi g- property>
<descri pti on>Maxi mum Si ze of |SRA LogFile (in nega
byt es) </ descri pti on>
<confi g- property-name>LogFi | eSi ze</ confi g- property- nane>
<confi g- property-type>j ava. | ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>5</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<descri pti on>LDAP Aut hentication C ass Nane</description>
<confi g- property- name>Ldapl npl O assNane</ confi g- property-
name>
<confi g- property-type>j ava. |l ang. String</confi g- property-
type>
<confi g- property-
value>comfilenet.is.ra.fnis. FN IS | Pl anetl| npl </ confi g-property-val ue>
</ confi g-property>
<confi g- property>
<description>Server details for LDAP Authentication
</ descri ption>
<confi g- property-name>Ldapl npl C assStri ng</ confi g-property-
name>
<confi g-property-type>j ava.l ang. Stri ng</ confi g-property-
type>
<confi g- property-
val ue>fil enetserver; 389; ou=fil enet, ou=peopl e, dc=fil enetroot </ confi g-
property-val ue>
</ config-property>
<confi g- property>
<description>l nherently | ogin through LDAP authentication
or not O-Direct IS Login;1-LDAP Aut hentication</description>
<confi g- property-nane>l nher ent Logi n</ confi g- pr operty- nane>
<confi g-property-type>j ava. | ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>0</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<description>l SRA instance that is currently being deployed on a
single machine; Mn Value = 1, Max Val ue = 100</description>
<confi g- property- name>Depl oynent | nst ance</ confi g- pr operty- name>
<confi g- property-type>j ava. | ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>1</ confi g- property-val ue>
</ config-property>
<confi g- property>
<descri pti on>Paraneter to enable PCH Logging in | SRA
</ descri ption>
<confi g- property- name>PCHLoggi ng</ confi g- pr operty-nane>
<confi g-property-type>j ava. |l ang. String</confi g-property-type>
<confi g- property-val ue>Di sabl ed</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<descri pti on>LDAP Anonynous user |ogin flag</description>
<confi g- property-name>Al | owAnonynousUser </ confi g- property-
name>
<confi g- property-type>j ava. | ang. Bool ean</ confi g- property-type>
<confi g- property-val ue>true</ confi g- property-val ue>
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</ confi g-property>
<confi g- property>
<descri pti on>0-No Loggi ng; 1-File Loggi ng</description>
<confi g- pr oper ty- nane>RPCLoggi ng</ confi g- property- name>
<confi g- property-type>j ava. |l ang. | nt eger </ confi g- property-type>
<confi g- property-val ue>0</ confi g- property-val ue>
</ config-property>
<confi g- property>
<descri pti on>Codepage for | SRA</description>
<confi g- property-name>C i ent Codepage</ confi g- property- nane>
<confi g-property-type>j ava.l ang. Stri ng</confi g-property-type>
<confi g- property-val ue>cpl250</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<description>Set this flag to true if your application displays
the dates returned fromISRA in GMI' Ti nezone</ descri pti on>
<confi g- property- name>GVlEnabl ed</ confi g- pr operty- nane>
<confi g- property-type>j ava. | ang. Bool ean</ confi g- property-type>
<confi g- property-val ue>fal se</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<descri ption>Local e of the Inage Services Server (two letter |SO
| anguage code, for exanple en, de, ar, ja)</description>
<confi g- property-nanme>l SLocal e</ confi g- property-name>
<confi g-property-type>j ava.l ang. Stri ng</confi g-property-type>
<confi g- property-val ue>en</ confi g- property-val ue>
</ confi g-property>
<confi g- property>
<description>lt is a configurable paraneter to lIgnore [77,0,11 The
object is busy] error, incase of DocM gration</description>
<confi g- property-name>l gnor eObj ect BusyMsgl nDocM gr ati on</ confi g-
pr operty-nanme>
<confi g- property-type>j ava. | ang. Bool ean</ confi g- property-type>
<confi g- property-val ue>fal se</ confi g- property-val ue>
</ config-property>
<aut hent i cat i on- mechani sn
<aut hent i cati on- mechani smt ype>Basi cPasswor d</ aut henti cati on-
nmechani smtype>
<credenti al -
i nterface>j avax. resource. security. PasswordCredenti al </ credenti al -
i nterface>
</ aut henti cati on- mechani sne
<reaut henti cati on-support >fal se</reaut henti cati on-support >
</ resour ceadapt er >
</ connect or >

oc4j-ra.xml

<?xm version="1.0"7?>

<I DOCTYPE oc4j - connector-factories PUBLIC "-//Oracle//DID Oracl e
Connector 9.04//EN' "http://xmns.oracl e.com i as/dtds/oc4j-connector-
factories-9 04.dtd">

<oc4j - connector-factories>
<connector-factory location="1SCF" connector-nane="1SRA">
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FileNet"/>

| mage

<confi g- property nane="domai nName" val ue="Denvol S"/>
<confi g-property name="organi zati onNane" val ue="1BM

<confi g- property nane="I| oggi ngLevel " val ue="0"/>
<confi g- property nane="I| oggi ngvbde" val ue="3"/>

<confi g-property nane="pageBufferSi ze" val ue="64"/>
<confi g-property nanme="cacheRefreshlnterval" val ue="30"/>
<confi g- property nanme="product Name" val ue="1BM Fi | eNet

Servi ces Resource Adapter"/>

<confi g- property nanme="product Versi on" val ue="1SRA3.4.0
Enterprise"/>

<confi g-property nane="I| ogFi | eNanme" val ue="1SRA. | 0g"/>
<confi g-property nanme="I| ogFi | eSi ze" val ue="5"/>

</ connector-factory>
</ oc4j-connector-factories>
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Notices

Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other
countries. Consult your local IBM representative for information on the products and
services currently available in your area. Any reference to an IBM product, program, or
service is not intended to state or imply that only that IBM product, program, or service may
be used. Any functionally equivalent product, program, or service that does not infringe any
IBM intellectual property right may be used instead. However, it is the user's responsibility
to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in
this document. The furnishing of this document does not grant you any license to these
patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other country
where such provisions are inconsistent with local law: INTERNATIONAL BUSINESS
MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not
allow disclaimer of express or implied warranties in certain transactions, therefore, this
statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are
periodically made to the information herein; these changes will be incorporated in new
editions of the publication. IBM may make improvements and/or changes in the product(s)
and/or the program(s) described in this publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only
and do not in any manner serve as an endorsement of those Web sites. The materials at
those Web sites are not part of the materials for this IBM product and use of those Web
sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.
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Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

IBM Corporation

JA6A/GA

555 Bailey Avenue

San Jose, CA 95141-1003
U.S.A.

Such information may be available, subject to appropriate terms and conditions, including
in some cases, payment of a fee.

The licensed program described in this document and all licensed material available for it
are provided by IBM under terms of the IBM Customer Agreement, IBM International
Program License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly.
Some measurements may have been made on development-level systems and there is no
guarantee that these measurements will be the same on generally available systems.
Furthermore, some measurements may have been estimated through extrapolation. Actual
results may vary. Users of this document should verify the applicable data for their specific
environment.

Information concerning non-IBM products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. IBM has not
tested those products and cannot confirm the accuracy of performance, compatibility or any
other claims related to non-IBM products. Questions on the capabilities of non-IBM
products should be addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or withdrawal
without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of
individuals, companies, brands, and products. All of these names are fictitious and any
similarity to the names and addresses used by an actual business enterprise is entirely
coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate
programming techniques on various operating platforms. You may copy, modify, and
distribute these sample programs in any form without payment to IBM, for the purposes of
developing, using, marketing or distributing application programs conforming to the
application programming interface for the operating platform for which the sample programs
are written. These examples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or function of these programs.

Trademarks

e IBMis a registered trademark of International Business Machines Corporation in the
United States, other countries, or both.
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e Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or
other countries.

e Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the
United States, other countries, or both and is used under license there from.

e Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the
United States, other countries, or both.

e Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.

e Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron,
Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other

countries.

o UNIX s a registered trademark of The Open Group in the United States and other
countries.

e Linux is a registered trademark of Linus Torvalds in the United States, other countries, or
both.

o ITIL is a registered trademark, and a registered community trademark of the Office of
Government Commerce, and is registered in the U.S. Patent and Trademark Office.

e |T Infrastructure Library is a registered trademark of the Central Computer and
Telecommunications Agency, which is now part of the Office of Government Commerce.

e Other company, product, or service names may be trademarks or service marks of
others.

June 2010 Image Services Resource Adapter 61



AllowAnonymousUser, 20, 24

CacheRefreshinterval, 20, 21

Changing ISRA Specific Parameters, 20

Changing ISRA Specific Parameters for
LDAP, 44

ClientCodepage, 20, 25

Command Line Administration, 33, 38

Configurable ra.xml Properties, 20

Configuring 10g-Specific Parameters, 26

Configuring and Deploying ISRA Console
and Sample Application, 28

Configuring Deployed ISRA, 18

Configuring Multiple IS Servers with ISRA,
27

Configuring Sample Application, 28

Conventions Used in the Document, 7

Deploying IBM FileNet Image Viewer in
Standalone Environment, 35

Deploying ISRA, 9

Deploying ISRA Console and Sample
Application, 30

Deploying ISRA.rar, 9, 30, 35, 45, 48, 49

Deployment Requirements, 8

Deploymentinstance, 18, 20, 23

Disabling NCH Broadcasts, 53

DomainName, 20

Enabling Quick Start Feature, 39

Explanation for Terminal name and
ISRALock folder, 18

GMTEnabled flag, 25

Graphical Administration, 49

Hardware Requirements, 8

Index

IBM FileNet Image Viewer Quick Start
Feature, 39

InherentLogin, 20

ISLocale, 20, 26

ISRA Configuration, 18

ISRA Console, 28

ISRA Deployment, 8

Known Issues in the Quick Start Feature, 40

LDAP Configuration, 42

LdaplmpIClassName, 20, 23

LdaplmplClassString, 20, 23

LogFileName, 20, 22

LogFileSize, 20, 22

LoggingLevel, 20, 21

LoggingMode, 20, 21

Mandatory Requirements for ISRA, 8

Mapping Existing LDAP Server Users to IS,
42

maxConnections, 26

minConnections, 26

oc4j-ra.xml, 57
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